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1.0 INTRODUCTION

The Transbay Joint Powers Authority (TJPA) issues this Request for Proposals (RFP) for
Information Security/Cybersecurity Services (Services) for the Transbay Program (Program)
from firms or managed information security service providers (Respondents) with expertise in
assessing information technology (IT) and operation technology (OT) system vulnerabilities and
risks and creating and implementing enterprise-wide strategic information security programs for
large, mixed-use public facilities.

The TJPA oversees the design, construction, and operation of a new state-of-the-art
transportation facility in downtown San Francisco that will use multiple automated systems and
networks for information processing, control and communications; securing these systems
against security threats including cyber-attacks is critical to the TIPA’s mission to ensuring a
safe and secure transit center for the thousands of daily commuters, visitors, and employees that
will use the facility. The TIJPA seeks proposals from skilled and reputable information security
and cybersecurity experts to create and implement an information security/cybersecurity program
that is both consistent with, and aligned to, the transit center’s strategic operation plan, with a
near-term focus on developing and implementing information security policies (Proposals).

Based on its evaluation of the Proposals, the TIPA may select one Respondent to enter into
exclusive negotiations for an agreement substantially similar to Attachment 2, Model
Professional Services Agreement (Agreement). The Agreement will be for a period not to
exceed five (5) years, although the TJPA will have the option to extend the term by two (2) two-
year periods, by mutual agreement of the parties.

The selection of any Respondent for exclusive negotiations shall not imply the TIPA’s
acceptance of all terms of the Respondent’s submittal; terms may be subject to further
negotiation. The TJPA shall have no obligation unless and until a final Agreement is entered
into by the parties following approval by the TIPA’s Board of Directors (TJPA Board). There is
no guarantee that the TIPA will issue any Notices to Proceed (NTPs), and the TIPA may
terminate the Agreement at any time.

Contract and reference documents associated with the scope of work described in this RFP
contain Sensitive Security Information (SSI1). These documents will be shared with Respondents
only after the TIPA receives a signed Non-Disclosure Agreement (NDA). Refer to the RFP
opportunity page of the TIPA’s website at www.tjpa.org/rfp/infosec-rfp for instructions on
downloading and submitting the NDA.

A pre-proposal conference will be held on Tuesday, November 28, 2017, at 3 p.m. Pacific
Time at the TIPA offices at 201 Mission Street, Suite 2100, San Francisco, California.
Attendance at the conference is optional but highly recommended. If they have not already
submitted an NDA, individual attendees of the pre-proposal conference for this RFP will be
asked to sign the NDA before being granted access to the conference.
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Proposals must be received by the TIPA no later than 5 p.m. Pacific Time on Thursday,
December 21, 2017, at the following address:

Transbay Joint Powers Authority
201 Mission Street, Suite 2100
San Francisco, CA 94105

Responses to this RFP that are not received by the time and date specified, do not contain all the
required information and completed forms, or do not meet all minimum qualifications may be
deemed non-responsive and rejected without consideration.

Respondents may obtain copies of this RFP, including the forms to be submitted in the Proposal
package, by downloading the document from the TIPA website: www.tjpa.org > TJIPA > Doing
Business with the TIPA > Current Contract Opportunities or by contacting the TJPA, 201
Mission Street, Suite 2100, San Francisco, CA 94105, (415) 597-4620, email: RFP@tjpa.org.

2.0 BACKGROUND

2.1 Transbay Joint Powers Authority

In April 2001, the City and County of San Francisco (City), the Alameda-Contra Costa Transit
District (AC Transit), and the Peninsula Corridor Joint Powers Board (PCJPB) executed a Joint
Exercise of Powers Agreement under California law creating the TIPA. The purpose of the
TJPA is to design, build, develop, operate and maintain a new transportation terminal and
associated facilities in San Francisco, known as the Transbay Program.

The TJPA has been granted primary jurisdiction with respect to all matters pertaining to the
financing, design, development, construction, and operation of the Program. The member
agencies of the TIPA have granted to the TIPA most of their jointly held powers, including the
authority to buy and sell property, enter into contracts, and accept and spend grants of cash and

property.

The TJPA’s management functions include contract oversight, policy direction, financing, and
investment supervision. The TJPA coordinates and collaborates with, among others, the
following state and local entities: the City, including the Office of Public Finance and the San
Francisco Municipal Transportation Agency; AC Transit; PCJPB; California Department of
Transportation; San Mateo County Transit District; Golden Gate Bridge, Highway and
Transportation District; and the San Francisco Office of Community Investment and
Infrastructure.

The TJPA Board is composed of one director appointed by each of the following agencies:
o Alameda-Contra Costa Transit District

o City and County of San Francisco, Board of Supervisors

o City and County of San Francisco, Mayor’s Office
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e Peninsula Corridor Joint Powers Board
e San Francisco's Municipal Transportation Agency
o California Department of Transportation, Ex Officio (non-voting)

Mr. Mark Zabaneh is the TIPA’s Executive Director.

The TJPA has selected Lincoln Property Companies as its Asset Manager—a partner to operate
and manage the transit center. The TIPA’s Asset Manager will program, lease, and manage the
transit center’s commercial space, oversee a maintenance program for all spaces associated with
the transit center, and coordinate with the East Cut Community Benefit District Owners’ Non-
Profit Association Board of Directors for the operation of the park on the roof of the transit
center. The Asset Manager will program and manage promotional events and private events
within the transit center and park, as well as events serving the surrounding community. The
Asset Manager is also responsible for operating a high impact digital signage program and
potentially a mobile application that can be used as a medium for promoting events, advertising,
and sponsorships and providing transit center information to the public.

The TJPA has also recently entered into an agreement with salesforce.com, providing
salesforce.com, among other benefits, the right to name the new transit center, the rooftop park,
and the amphitheater; these facilities will be called the “Salesforce Transit Center,” “Salesforce
Park,” and “Salesforce Amphitheater,” respectively, when the transit center opens to the public
in 2018. The Naming Rights Agreement imposes requirements and obligations relative to the
name of, references to, and logos associated with the transit center. Any selected contractor will
be expected to comply with the procedures, restrictions, and requirements developed by the
TJPA related to implementation of its obligations under the Naming Rights Agreement, and the
terms for the contractor’s use of the name and logos associated with the transit center.

2.2  Program Summary

The Program is an approximately $6 billion project to replace the former Transbay Terminal at
First and Mission streets in San Francisco with a modern regional transit station that will connect
eight Bay Area counties and the State of California through eleven transit systems: AC Transit,
BART (Bay Area Rapid Transit), Caltrain, Golden Gate Transit, Greyhound, Muni (San
Francisco municipal bus lines), SamTrans (San Mateo County Transit), WestCAT (Western
Contra Costa Transit) Lynx, Amtrak, Paratransit, and high-speed rail from San Francisco to
Southern California.

The Program will be constructed in two phases. Phase 1 includes design and construction of the
above-grade portion of the transit center, including a 5.4-acre rooftop park, retail areas, and a
public art program; the core and shell of the two below-grade levels of the train station; a new
bus ramp; a bus storage facility; and a temporary bus terminal. The Downtown Rail Extension
(DTX) tunnel, the build-out of the below-grade train station at the transit center, a new
underground station, a pedestrian tunnel connecting the transit center with the Embarcadero
BART/Muni Metro station, and an intercity bus facility are planned as Phase 2 of the Program.
Each of these components is described on the TIPA’s website at www.tjpa.org.

I 'pA Page 4 November 14, 2017


http://www.tjpa.org/

TRANSBAY PROGRAM
REQUEST FOR PROPOSALS INFORMATION SECURITY/CYBERSECURITY SERVICES

2.3 Stakeholders

Primary stakeholders are:

o TJPA

e Lincoln Property Companies and the asset management team
e Transit agencies

e Law enforcement agencies

e J. Paul Co. — 181 Fremont (connecting building)

o Boston Properties — Salesforce Tower (connecting building)

2.4 Transit Center Systems & Equipment

The following is an abbreviated list of typical equipment associated with the facility. Refer to
Attachment 6 for a full list of IT equipment.

Network/WiFi/\VOIP Equipment

Cisco routers

Cisco switches

Cisco wireless LAN controllers and APs

Cisco Unified Communications Manager and System
Cisco firewall and VPN solutions

Internet connection thru AT&T - 1Gbps (x2)

o o0 o

Base Building IP Systems

Electronic safety and security system(s)

Digital signage

Mass notification/emergency communication systems
Building management control system (BMCS)
Electric lighting control

Acoustical sound control

Vertical transportation (elevators, escalators)

PA system

Irrigation systems

Other systems as identified during final negotiations

e STQ@ oo o0 o

Business Applications
a. Facility management systems
b. Asset management systems
c. Web and mobile applications for the transit center’s information and communications
technology (ICT) and industrial control systems (ICS)
d. Guest web and internet access services

Server Maintenance & Repair Specifications
a. Cisco UCS hardware
b. Software and hypervisors
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3.0 AUTHORIZATION OF CONSULTANT’S WORK

Once the Agreement is executed with the selected Respondent (Consultant), any resulting work
will be assigned to the Consultant by the TIPA through NTPs. It is anticipated that the first NTP
will be issued in February 2018.

4.0 SCOPE OF SERVICES
The scope of services is divided into the following phases:

1 Define the objectives and requirements of the Information Security (InfoSec)/
Cybersecurity Program

2 Assess vulnerabilities and risks

3 Create InfoSec/Cybersecurity policies

4 Create an InfoSec/Cybersecurity Plan (manual)

5 Execute and Manage the InfoSec/Cybersecurity Plan

Note that each deliverable will be subject to review and final acceptance by TJPA prior to
implementation.

4.1 Define the Objectives and Requirements of the InfoSec/Cybersecurity Program
The Consultant will:

1. Define the objectives of the InfoSec/Cybersecurity Program through a collaborative and
iterative process, working closely with the TIPA and the transit center’s asset
management team. This work will require the Consultant to proactively schedule
meetings and discussions, review business and other documents, and take the necessary
follow-up actions to understand, identify, and document the business and operational
needs of the transit center for the TIPA’s review and acceptance.

2. Translate the established business and operational needs into InfoSec/Cybersecurity
requirements for the transit center’s ICS and ICT networks. These requirements will
address, but are not limited to, the following areas:

=  Technology—such as firewall, wireless services, VPN, system patch management

= Management—information security policies and procedures, risk assessment and
management, security auditing and reporting, security training and education

= Adaptability—disaster recovery, business continuity, business resilience, and system
backup

=  Compliance—IT and OT system patch management and upgrades will follow
industry best practice recommendations, at a minimum, as referenced below:

— Information Technology Infrastructure Library (ITIL)

— International Organization for Standardization (ISO) 27001, 27002, 27005, and
38500
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— COBIT 5 (previously known as the Control Objectives for Information and
Related Technology) published by the Information Systems Audit and Control
Association (ISACA)

— National Institute of Standard and Technology (NIST) SP 800-53

The deliverable for this phase will be a report describing the identified InfoSec/Cybersecurity
Objectives and Requirements.

4.2 Assess Vulnerabilities and Risks
The Consultant will:

1. Identify and track technology-related risks across all ICT networks and ICS throughout
the facility, to allow systems and networks to be managed to acceptable levels of risk, as
determined by the TJPA, using agreed-upon practices.

2. Evaluate InfoSec/Cybersecurity requirements, practices, procedures, guidelines,
procurement mechanisms, and risk reporting structures as identified in the
InfoSec/Cybersecurity Objectives and Requirements Report, and assess their
effectiveness in managing IT risks throughout the facility.

3. Identify and address risks to all stakeholders as identified in this RFP, and include those
stakeholders in the decision-making processes.

4. Review the transit center’s ICT and ICS architecture and operational practices, assess the
facility's ability to identify exploitable ICT and ICS vulnerabilities, and gauge the
facility’s ability to respond to cyber-attacks in accordance with digital forensic and
incident response guidelines established by United States Computer Emergency
Readiness Team (US-CERT) and the United States Department of Justice.

5. Develop a systemic and structured approach to identify and track all ICS and ICT
systems technology-related risks that may adversely affect the facility’s ability to meet its
business and operational goals and objectives.

The deliverable for this phase will be an InfoSec/Cybersecurity Assessment Report describing, in
detail, vulnerabilities and risks at the transit center.

4.3 Create InfoSec/Cybersecurity Policies
The Consultant will:

1. Create detailed InfoSec/Cybersecurity Policies to address the vulnerabilities and risks
identified in the InfoSec/Cybersecurity Assessment Report.

2. Translate security requirements into written technical security policies, controls, and rules
for all areas of digital protection.

All security policies, practices, procedures, guidelines, procurement mechanisms, and risk
reporting structures will be submitted and reviewed by the TJPA for approval. The deliverable
for this phase will be an InfoSec/Cybersecurity Policies Report.
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4.4 Create an InfoSec/Cybersecurity Plan

The Consultant will:

1.

Create a detailed InfoSec/Cybersecurity Plan to address the vulnerabilities and risks
identified in InfoSec/Cybersecurity Assessment Report, based on policies outlined in the
InfoSec/Cybersecurity Policies Report.

= The InfoSec/Cybersecurity Plan must articulate the preventative, detective, and
corrective controls needed to address the vulnerabilities and risks identified in the
InfoSec/Cybersecurity Assessment Report.

= Controls must be specific, measurable, actionable, and cost effective, as determined
by the TIPA. Wherever possible, controls should be associated with relevant and
achievable industry standards and benchmarks against which the success of the
InfoSec/Cybersecurity Program can be measured over the lifetime of the contract.

Identify an established governance framework standard and adhere to it and the
associated operating principles for the identification, assessment, and mitigation of
information security risks or cyber-risks, including cyber-attacks, that jeopardize
operations and security. This work will include developing assurance and audit-related
activities that are aligned with industry IT and OT auditing best practices to ensure
current and future ICT network and ICS-related risks are managed to acceptable levels, as
determined by the TJPA. Consultant will coordinate with the TIPA’s IT staff person.

The deliverable for this phase will be the InfoSec/Cybersecurity Plan (manual).

4.5 Execute and Manage the InfoSec/Cybersecurity Plan

The Consultant will:

1.

Provide InfoSec/Cybersecurity monitoring, response, and managing services including,
but not limited to, troubleshooting, repairing, and routine maintenance for the hardware
and software identified in documents referenced in Attachment 6.

Provide periodic assessments and policy reviews to ensure the facility’s ongoing efforts
under the InfoSec/Cybersecurity Program remain aligned to the TIPA-approved
InfoSec/Cybersecurity Policies Report and InfoSec/Cybersecurity Plan.

Leveraging transit center equipment and platforms, provide all security services for the
IT equipment (hardware and software) planned for the transit center, as identified in the
documents referenced in Attachment 6.

Support incident response as referenced in Table 1 (refer to item 7 below), and coordinate
with and provide support for forensic analysis efforts by a third-party subject matter
expert, if required.

Assume direct responsibility for managing all incidents with a severity level rating of
“high” or greater, within the timeframes outlined in Table 1, as well as the associated
reporting and quarantine actions. Consultant will notify the TIPA of the incident
immediately.
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6. Support a dynamic number of users and the data flow generated from facility. For the
purposes of cost estimation, Consultant will assume:

= Up to 3,000 concurrent users
= Up to 200 employees over 24-hour period

7. Respond to information security/cybersecurity incidents and outages and repair such
problems, without regard to who was at fault, as indicated in Table 1.

Table 1 - Cyber Incident Service Response (Single Incident)

Incident Severity Level Response Time Restoral Time
Emergency (Black) Immediate 1 hours or less
Severe (Red) 1 hours or less 3 hours or less
High (Orange) 2 hours or less 4 hours or less
Medium (Yellow) 8 hours or less 24 hours or less
Low (Green) 24 hours or less 48 hours or less
Baseline (White) 48 hours or less 1 week or less

=  “Response Time” begins at the time that an authorized user notifies the selected
Consultant of an incident or outage, or the InfoSec/Cybersecurity monitoring system
determines that such a trouble or outage exists on the network or other systems.

= “Restoral Time” also begins at the time that an authorized user notifies the selected
Consultant of an incident or outage, or the InfoSec/Cybersecurity monitoring system
determines that such a trouble or outage exists on the network or other systems.
Restoral time ends when the trouble is cleared in the system, and the authorized user
confirms service restoration.

= Cyber incident classification:
i.  Emergency (Black) — incident causes an imminent threat to the critical

infrastructure services, government system stability, or to the lives of persons

ii.  Severe (Red) — incident causes the significant interruption or degradation of
mission critical business services for a large number of users (> 33% of O&M
users)

iii.  High (Orange) — incident causes demonstrable service disruption or
degradation for a group of users (< 33% of O&M users)

iv.  Medium (Yellow) — incident causes service degradation or breaches of
security policy that may impact a small group of users (< 10%)

v.  Low (Green) — incidents with little or no service impact or those affecting a
small number of individual users (< 3%)

vi.  Baseline (White) — unsubstantiated or inconsequential events

8. Notify the TJPA of any new trends or threats that may be relevant to the
InfoSec/Cybersecurity Program at the transit center.

9. Provide the TIJPA with an executive summary report of any incidents rated “high” or
above. The report will describe potential business impacts, summarize any ongoing
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actions, and propose means to rectify new and ongoing incidents and minimize future
risks. The report format is subject to TIPA approval.

The following are general requirements for the Consultant’s execution and management of the
InfoSec/Cybersecurity Program:

e Services may be provided on-site, or from a remote location within the continental United
States. Any remote tools and remote access used by the Consultant must be secure and
approved by the TIPA.

o Consultant must provide 24/7/365 service in the case of an emergency event.

e A dedicated account manager must be assigned to the project for the entire duration of the
contract. The designated account manager will be subject to approval by the TIPA. It is the
TJPA’s intent that this person services the TJPA contract for its duration. Any replacement
of the account manager shall be done with the approval of the TIPA. If replacement occurs,
the Consultant will provide for transitional staffing above normal staffing levels to acclimate
the new account manager to the contract, the TIPA environment and the individuals and
organizations the contract services.

o The account manager will participate in quarterly business status review meetings, provide
the TJPA with reports as required by the TIPA, as well escalate any issues per defined
escalation procedures.

o The Consultant will describe the frequency and proposed topics for periodic meetings with
stakeholders, as well as the assumed number of on-demand stakeholder coordination
meetings (either monthly or annually).

Deliverables during this phase are:
e Periodic security status reports
e Real-time security status dashboard

5.0 REQUIRED SKILLS, EXPERIENCE, AND MINIMUM QUALIFICATIONS

1. Respondent firms must have been operating under the structure being proposed for at
least five (5) years.

2. Respondents will have a fully redundant Security Operations Center (SOC) that operates
24/7/365, as well as fully redundant Software-as-a-Service (SaaS) access.

3. Respondents will be capable of providing authorized facility administration personnel
access to a web or mobile-based SOC portal to obtain on-demand, real-time view(s) of
the monitored devices. Information available in real-time view(s) will be determined by
the TIPA.

4. Respondents will be capable of providing at least one (1) resource for on-demand, on-site
same-day consulting services, when required.

5. Respondents will have the manufacturer-required competencies and specializations for
the network equipment associated with the transit center; refer to Attachment 6.
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6. Respondents will also reference the project IT and OT system architecture and design
illustrated in project documents listed in Attachment 6.

6.0 PROPOSAL REQUIREMENTS

Proposals shall adhere to the format and page limitations described below in Section 6.1. The
Fee Proposal and other documents required by Section 6.2 and Section 6.3, however, are not
subject to page limitations. Proposals shall be printed on 8% x 11-inch recycled paper, and use
both sides of a page (each side counts against the page limit); typeface shall be readable, and
margins shall be no less than 1 inch. Elaborate brochures or other presentation materials are not
desired and will not be considered in evaluating Proposals.

Proposals shall be organized in the following sequence:
6.1 Written Submittal

6.1.1 Introduction and Executive Summary (Five (5) page limit)
Submit a letter of introduction and an executive summary of the Proposal. The introductory
letter must be signed by a person or persons authorized to obligate the firm (or firms if a joint
venture) to honor the commitments set forth in the Proposal package and to verify the accuracy
of the information included in the Proposal. Submission of the introductory letter will constitute
a representation by the firm or joint venture that it is willing and able to successfully perform the
Services, and that all information contained in the Proposal package is true, correct, and not
misleading.

6.1.2 Qualifications and Experience of Respondent Firm (Twenty-five (25) page limit)
Include a description of the firm, including how any joint venture or association with another
entity will be structured. Please include the names of all sub-consultants, the number of full-time
employees within the cybersecurity practice, and the number of years this practice has been
operating under its current structure.

Describe three (3) information security projects completed or currently engaged in by the prime
Respondent within the past five (5) years that are similar in size and complexity to the Scope of
Work described in Section 4. For each project, describe the size and scope of the project,
including all major deliverables. Include the original budget and schedule as well as the final
budget and schedule. Identify members of the project team who contributed to the project and
their role in the project.

If a joint venture or LLC is proposed, provide the above information for each member, as well as
for proposed subconsultants

6.1.3 Assigned Project Team (Ten (10) page limit)
Identify up to three (3) key individuals who will be assigned to the project team, including their
names, their roles on the project, a short biography and qualifications, including prior experience
with InfoSec/Cybersecurity projects similar in size and scope to the project described in the
Scope of Work (Section 4).
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Clearly identify the length of time each key individual within the project team has participated as
an employee or subcontractor with the Respondent’s firm. If the nature of the relationship of any
team member is less than full-time, please indicate the approximate number of hours they have
worked for the Respondent’s firm during the last two years.

In addition, Respondents will provide:

a. A project organization chart with the reporting relationships of all project team members
including an escalation matrix showing the chain of command.

b. A work responsibility matrix, identifying the tasks the Consultant will perform, and the
tasks the TJPA and Asset Manager are expected to perform to successfully implement the
system.

c. A project directory with the reporting names and contact information for all project team
members; this will not count toward the ten (10) page limit.

Include full resumes for individuals on the project team as a separate appendix within the
Proposal; this will not count toward the ten (10) page limit, and should include:

a. Professional qualifications and education, including years of relevant experience in
InfoSec/Cybersecurity within large networks containing mixed ICS and ICT systems.

b. Documented experience of the project team in providing the proposed
InfoSec/Cybersecurity services.

c. Any other relevant factors that establish the individuals’ InfoSec/Cybersecurity expertise
within the field of governance, risk and compliance.

6.1.4 Project Approach (Twenty-five (25) page limit)
Respondent will provide a narrative of their unique approach to providing the Services, including
key activities, that addresses all tasks and items as outlined in the Scope of Services, as well as
any referenced documents.

Elements of the Project Approach include:

1. Overall Project Approach

= Describe Consultant’s planned approach and how it is tailored to the unique services
required at the transit center.

= Describe Consultant’s proposed means of achieving the transit center’s security
objectives, including execution of deliverables, tasks and timelines, and project
teams’ individual responsibilities.

2. Assessment of Cybersecurity Vulnerability and Risk

= Describe a methodology to assess risks across ICT and ICS systems at the transit
center.

= Describe the proposed management of cyber-related risk within a large municipal
enterprise department.
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= Describe assurance and audit-related activities that allow risks to be qualitatively and
quantitatively measured so that current and future ICT- and ICS-related risks are
managed to acceptable levels across all transit center systems.

3. Development of InfoSec/Cybersecurity Project Policies and Plan
= Describe how proposed methodology would lead to successful remediation of risks.

= Describe how approach will allow stakeholders to effectively identify and manage
cybersecurity risks at the transit center.

= Describe how Consultant plans to allocate the time, resources, and assets needed to
implement the InfoSec/Cybersecurity Plan.

4. InfoSec/Cybersecurity Project Plan Implementation
= Provide a description of each deliverable outlined in Section 4.5.

= Describe how Consultant will assist the transit center to execute the InfoSec/
Cybersecurity Plan and fulfill the program objectives outlined in the RFP, on-time
and on-budget.

= Discuss proposed quality assurance and audit activities and a description of the
escalation process for unresolved incidents.

In discussing the deliverables listed in this RFP, Respondents should outline the process for the
review of the deliverables by TIPA and other stakeholders and the process for revisions and
acceptance.

6.1.5 References (Five (5) page limit)
Provide references for at least five recent clients (preferably other public agencies) of the
Respondent and any assigned key staff. Include current contact information for the client(s),
with names, email addresses, and telephone numbers.

6.2 Fee Proposal: Start-up/Implementation and Base Reoccurring Annual Costs

Each Respondent shall submit its start-up/implementation costs, as well as base reoccurring
annual costs for providing the Services using the bid pricing form in Attachment 3. Provide the
names and hourly rates of the key individuals assigned to the Program. The TJPA will select the
Proposal that represents the best value.

Fee proposals should allow the TJPA to obtain the Services for the best possible price, and
provide the TIPA flexibility in authorizing components of the services based on the TIPA’s
budgetary requirements. Respondents are encouraged to provide a “menu” of pricing/service
options in their fee proposals. One option shall include the Services as specified. The fee
proposal should clearly explain what services are proposed to be included (and excluded) from
each menu option. Include additional pages as necessary.

If any specified requirements cannot be fully included in the services proposed by the
Respondent, the Respondent shall identify those features/requirements in its fee proposal on a
separate page(s) titled “EXCLUSIONS.”
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Any features included in the Respondent’s fee proposal in addition to the specified
features/requirements shall be identified on a separate page titled “ADDED FEATURES.”
Provide detailed descriptions of the features/requirements proposed as additions to the specified
features/requirements.

The following information shall be included in the fee proposal:

e For each firm, including each subconsultant, the direct current hourly rates by individual
for all key personnel, management, technical or professional staff and direct current
hourly rates by position for support personnel.

e For each firm, including each subconsultant, overhead and profit rates. There is a
maximum of 10% profit markup on direct and overhead costs.

e For each firm, including each subconsultant, a list of direct expenses.

In addition to the billing rate information, copies of the most recently completed audit reports for
all firms listed in the Proposal shall also be included.

The fee proposal will be scored, and then used as the basis for negotiation with the selected
Respondent. The TJPA reserves the right to reject any fee structure deemed not responsive to this
request.

6.3 Other Required Documents

Respondents shall complete the forms described below and submit them as part of the Proposal.
Required forms are included in Attachments 4 and 5.

a. Fly America Certification; New Restrictions on Lobbying Certification; Certification
Regarding Debarment, Suspension, and Other Responsibility Matters (Attachment 4)

b. Disadvantaged/Small Business Enterprise Program Requirements — Bidders/Proposers
Information Request Form (Attachment 5)

A Good Faith Efforts Form must be submitted if an SBE utilization goal stated in Section 11.0 is
not being met. Respondents shall also submit a copy of the Respondent’s nondiscrimination
program or equal employment opportunity policy statement.

7.0 RESPONDENT EVALUATION PROCESS

The TJPA intends to select one Respondent. The TJPA’s selection committee will review and
evaluate the Proposals. The evaluation will likely be a two-step process: the proposal and the
interview. The Respondent that receives the highest score in the selection process will be
selected to negotiate an Agreement with the TJPA.
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7.1 Step One: Proposal

7.1.1 Satisfaction of Minimum Requirements
Proposals will be evaluated to ensure that the Respondent has demonstrated compliance with the
minimum requirements described in Section 4.0. Any Proposal that does not meet the minimum
requirements may be automatically rejected, and the selection committee may not evaluate the
remainder of the Proposal.

7.1.2 Proposal Evaluation and Ranking
Proposals that satisfy the minimum requirements will be scored as follows

Letter of Introduction and Executive Summary No points allotted

Experience of Firm maximum 25 points
Assigned Project Team maximum 15 points
Project Approach maximum 35 points
Fee Proposal maximum 25 points

The maximum total score possible is 100. The Respondents’ Proposals will be ranked according
to total score. The selection committee will shortlist those Proposals that meet a minimum score,
as determined by the selection committee (Finalist Respondents). Finalist Respondents will be
invited to participate in the final selection process, which may include the submission of
requested additional information and/or participation in an oral interview.

7.2 Step Two: Interview (100 Points)

The TJPA may invite the Finalist Respondents to participate in oral interviews at a specified
time, date, and location. The TJPA shall impose a time limit for each oral interview. During the
oral interview, the Finalist Respondents may be required to deliver a brief presentation, and will
be required to respond to questions from the selection committee, including questions concerning
the Respondent’s Proposal and presentation. The proposed key individuals of the Finalist
Respondent’s team will be expected to actively participate in the interviews and to respond to the
selection committee’s questions. The selection committee will assign points to each Finalist
Respondent based on the oral interview.

At the conclusion of the oral interviews, the selection committee will combine the scores for the
Proposal and oral interview for each Finalist Respondent. The highest-ranking Finalist
Respondent will be selected to negotiate a professional services agreement with the TIPA. Inthe
event of a tie, the TIPA may elect, in its absolute and sole discretion, to break the tie by
conducting a tiebreaker between the tied Finalist Respondents.

In the event that agreement cannot be reached with the highest-ranking Finalist Respondent as
determined by TJPA staff in its sole discretion, then negotiations may be entered into with other
Finalist Respondents in the order of their ranking. There shall be no binding agreement with any
Finalist Respondent unless and until approved by the TIPA Board, at its sole discretion.
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8.0 SUBMITTAL PROCEDURES

Five (5) copies of the Proposal and one USB drive with the Proposal in Adobe Portable
Document Format (PDF) must be received by the TIPA no later than 5 p.m. Pacific Time
Thursday, December 21, 2017, at the following address:

Transbay Joint Powers Authority
201 Mission Street, Suite 2100
San Francisco, CA 94105

Proposals that are not received by the time and date specified herein, do not contain all the
required information and completed forms, or do not meet the minimum qualifications may be
deemed non-responsive and rejected.

Beginning on the date this RFP is issued and made available to prospective Respondents, there
will be no communications concerning this RFP between members of the TIPA Board, TIPA
staff, other consultants already engaged by the TJPA or members of the selection committee and
prospective Respondents and their employees or agents, except as provided herein. Questions
about the RFP may be directed in writing to the TIPA’s Executive Director. The Executive
Director will consider all questions received by the close of business on the date noted in the
RFP schedule as the deadline for submission of questions and, as appropriate, respond in writing.
Any violations of the above restriction will result in the immediate disqualification of the
Respondent making said contact from further participation in the Program. This restriction will
end when contract award notification has been made.

Questions about the RFP may be directed in writing to:

Transbay Joint Powers Authority
201 Mission Street, Suite 2100
San Francisco, CA 94105

(415) 597-4615 fax

Email: RFP@tjpa.org

Respondents are to promptly notify the TIPA, in writing, if the Respondent discovers any
ambiguity, discrepancy, omission, or other error in this RFP (see Attachment 1, RFP General
Conditions, Item C.) As set forth in Attachment 1, Item D, Respondents may telephone the
TJPA at (415) 597-4620 before submitting a Proposal to determine if the Respondent has
received all addenda.

9.0 SCHEDULE AND ADDENDA
See the key RFP dates listed on the title sheet of this RFP.

The TJPA may modify this RFP prior to the date Proposals are due by issuing written addenda.
Addenda will be posted on the TIPA’s website (www.tjpa.org > TIPA > Doing Business with
the TIPA > Current Contract Opportunities > Information Security/Cybersecurity Services. For
parties who requested a hard copy of the RFP by regular mail, addenda may be sent to them via
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regular, first class U.S. mail. For firms registered on the TIPA’s website to receive notice of
addenda, the TIPA will make reasonable efforts to notify potential Respondents via email in a
timely manner of the posting of addenda on the website. In either case, the last known address of
each firm listed with the TIPA will be used. All parties, regardless of how they obtained the
RFP, are solely responsible for ensuring the receipt of any and all addenda, and should therefore
check the website before submitting their Proposals to ensure receipt of all addenda, and to
ensure their Proposals respond to any such addenda.

10.0 STANDARD AGREEMENT PROVISIONS

Following negotiations, the selected Respondent will be expected to enter into a professional
services agreement substantially in the form of the Model Professional Services Agreement,
Attachment 2. Failure to timely execute the Agreement, or to furnish any and all insurance
certificates and other materials required in the Agreement, will be deemed an abandonment of
the Respondent's contract offer.

Respondents are urged to pay special attention to the requirements of the Minimum
Compensation Ordinance and the Health Care Accountability Ordinance. The Minimum
Ordinance (MCO), as set forth in S.F. Administrative Code Chapter 12P, requires contractors to
provide employees covered by the Ordinance who do work funded under the Contract with
hourly gross compensation and paid and unpaid time-off that meet certain minimum
requirements. Note that the gross hourly compensation for covered employees working in San
Francisco is $14.00/hour, effective July 1, 2017. The Health Care Accountability Ordinance
(HCAO), as set forth in S.F. Administrative Code Chapter 12Q, requires contractors to provide
health care coverage to certain employees or pay amounts in lieu thereof. Contractors should
consult the San Francisco Administrative Code to determine their compliance obligations under
this chapter. Additional information regarding the MCO and HCAO is available at
http://sfgov.org/olse/san-francisco-labor-laws-city-contractors.

The TJPA will not negotiate different terms in the Agreement if exceptions are not noted within
the Respondent’s Proposal.

11.0 DISADVANTAGED BUSINESS ENTERPRISE (DBE) / SMALL BUSINESS
ENTERPRISE (SBE)

It is the policy of the TIJPA to ensure nondiscrimination on the basis of race, color, sex or
national origin in the award and administration of Department of Transportation (DOT)-assisted
contracts. It is the intention of the TIJPA to create a level playing field on which DBEs can
compete fairly for contracts and subcontracts relating to the TIPA’s construction, procurement
and professional services activities.

Pursuant to 49 CFR Section 26.13, the TJPA is required to make the following assurance in
every DOT-assisted contract and subcontract:
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The contractor or subcontractor shall not discriminate on the basis of race, color, national
origin, or sex in the performance of this contract. The contractor shall carry out
applicable requirements of 49 CFR Part 26 in the award and administration of DOT-
assisted contracts. Failure by the contractor to carry out these requirements is a material
breach of this contract, which may result in the termination of this contract or such other
remedy as the TIPA deems appropriate.

The TJPA recommends that Respondents review the TIPA’s DBE Program and SBE Programs,
available on the TIPA website: http://www.tjpa.org > TIPA > Doing Business with the TIPA.

Pursuant to the monitoring requirements outlined in both the DBE Program and the SBE
Program, each Respondent will be required to complete and submit the TIPA’s
Bidders/Proposers Information Request Form with its Proposal, regardless of DBE/SBE
participation. Upon award of the contract, the Consultant will be required to submit the TIPA’s
Progress Payment Report with every invoice request, the Subcontractor Payment Declaration as
proof of payment to any subcontractors, and the Final Expenditure Report with the completion of
the contract. These forms are attached to this RFP and are available on the TIPA website:
http://www.tjpa.org > TJPA > Doing Business with the TIPA.

11.1 Equal Employment Opportunity

The TJPA encourages Respondents to actively recruit minorities and women for their respective
workforces. The TJPA requests copies of any nondiscrimination or equal opportunity plans that
the Respondents have in place.

11.2 DBE Participation

The TJPA has a race-neutral DBE Program and there is no DBE goal on this contract; however,
Respondents are encouraged to obtain DBE participation and should refer to the section below
for information about any mandatory SBE utilization goal.

11.3 SBE Utilization Goal

The TJPA has not established an SBE utilization goal for this contract. However, Respondents
are encouraged to obtain SBE participation for this contract. The TJPA accepts certifications
from the following as SBEs: any state’s Unified Certification Program, California Department of
General Services, and the San Francisco Contract Monitoring Division.

11.4 Questions Regarding DBE/SBE
Written questions concerning DBE/SBE/nondiscrimination requirements should be addressed to:

Ms. Sara DeBord

Transbay Joint Powers Authority
201 Mission Street, Suite 2100
San Francisco, CA 94105

(415) 597-4615 fax

Email: REP@tjpa.org
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12.0 LEVINE ACT

The Levine Act (Government Code § 84308) is part of the Fair Political Practices Act that
applies to elected officials and their alternates who serve on appointed boards, such as the TIPA
Board.

The Levine Act prohibits any TIPA Board member (including a Board member’s alternate) or
officer who has received $250 or more from an applicant for a contract with the TIPA within the
previous twelve months from participating in or influencing the decision on awarding that
contract. The Levine Act also requires a Board member or officer of the TIPA who has received
such a contribution to disclose the contribution on the record of the proceeding in which a
contract is being considered. In addition, TIPA Board members and officers are prohibited from
soliciting or accepting a contribution from a party applying for a contract while the matter of
awarding the contract is pending before the TJPA and for three months following the date a final
decision concerning the contract has been made.

Each Respondent must disclose any contributions of $250 or more that it has made to a TIPA
Board member or officer within the twelve-month period preceding the submission of its
Proposal. This requirement applies to the Respondent, as well as to any member firm or
individuals on the Respondent’s team, subsidiaries, parent companies, other firms associated
with the Respondent and agents of the Respondent. If such a contribution has been made,
Respondent must provide to the TIPA’s Executive Director a written statement setting forth the
date and amount of said contribution(s). The Executive Director must receive this information at
the same time the Proposal is received.

Members of the TIPA Board are:

Mohammed Nuru, Chair No Alternate
Jeff Gee, Vice Chair No Alternate
Greg Harper Elsa Ortiz, Alternate
Jane Kim No Alternate
Ed Reiskin No Alternate
Bijan Sartipi, Ex Officio No Alternate

13.0 PROTEST PROCEDURES

13.1 Protest Submittal
A protest describing the nature of the disagreement must be submitted in writing to the TIPA no
later than five (5) days following notification of proposed award.

The letter of protest will contain a description of the protest and will be signed and dated.
Protests will be addressed to:
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Mr. Mark Zabaneh, Executive Director
Transbay Joint Powers Authority

201 Mission Street, Suite 2100

San Francisco, CA 94105

13.2 Executive Director’s Decision Final

The Executive Director shall inform the protester in writing of the decision, stating the reasons
for the decision, and responding at least generally to each material issue raised in the protest.
The Executive Director’s letter to the protester shall state that the protester may contact the
Executive Director to discuss the response, and the protester has the right to address the TIPA
Board on the date when the contract is calendared to be awarded if the Executive Director denies
the protest.

The decision of the Executive Director is final. Subject to the provisions of Section 13.3, the
protester may seek a remedy in state or federal court, as appropriate, from the final action of the
TJIPA.

13.3 Protest to FTA

FTA may only entertain a protest that alleges that the TIPA (1) failed to have written protest
procedures; (2) failed to follow its written protest procedures; or (3) failed to review a complaint
or protest. A protest to FTA must be received by the cognizant FTA regional office or
headquarters within five (5) working days of the date the protester knew or should have known
of the violation. A protester must exhaust all administrative remedies with the TIPA before
pursuing a protest with FTA.
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GENERAL CONDITIONS

A. Consultant Offices

There is no restriction on where the Consultant firm is headquartered. However, assigned staff must be
able to reach TJPA offices in a reasonable amount of time when work is needed. The Transbay Joint
Powers Authority (TJPA) will not reimburse the Consultant for the costs of business travel.

B. Errors and Omissions in RFQ/RFP

Respondents are responsible for reviewing all portions of this RFQ/RFP. Respondents are to promptly
notify the TIPA Executive Director, in writing, if the Respondent discovers any ambiguity, discrepancy,
omission, or other error in the RFQ/RFP. Any such notification should be directed to the Executive
Director promptly after discovery, but in no event later than five (5) working days prior to the due date for
proposals. Any modifications or clarifications of this RFQ/RFP will be made by addenda as provided
below.

C. Objections to RFQ/RFP Terms

Should a Respondent object on any ground to any provision or legal requirement set forth in this
RFQ/RFP, the Respondent must, not more than ten (10) working days after the RFQ/RFP is issued,
provide written notice to the Executive Director of the TIPA setting forth with specificity the grounds for
the objection. The failure of a Respondent to object in the manner set forth in this paragraph shall
constitute a complete and irrevocable waiver of any such objection.

D. Addendato RFQ/RFP

The TIPA may modify the RFQ/RFP, prior to the proposal due date, by posting addenda on the TIPA’s
website (www.TransbayCenter.org). For parties who requested a hard copy of the RFQ/RFP by regular
mail, addenda may be sent to them via regular, first class U.S. mail. For firms registered on the TIPA
website as wanting to receive notice of addenda, the TIPA will make reasonable efforts to notify potential
Respondents in a timely manner of the posting of addenda on the website. In either case, the last known
address of each firm listed with the TIPA will be used.

All parties, regardless of how they obtained the RFQ/RFP, are solely responsible for ensuring receipt of
any and all addenda. All parties are responsible for ensuring that their Proposals reflect any and all
addenda issued by the TJPA prior to the proposal due date regardless of when the proposal is submitted
and should therefore check the website before submitting their Proposals to ensure receipt of all
addenda, and to ensure their qualifications respond to any such addenda. The Respondent can call the
TJPA before submitting its Proposal to determine if the Respondent is aware of all addenda.

E. Term of Proposal

By signing and submitting a proposal, each Respondent certifies that the proposed services and terms
are valid for 120 calendar days from the proposal due date and that the quoted prices are genuine and
not the result of collusion or any other anti-competitive activity.

F. Revision of Proposal

A Respondent may revise its Proposal on the Respondent’s own initiative at any time before the deadline

for submission of proposals. The Respondent must submit any revised proposal in the same manner as
the original. A revised proposal must be received on or before the proposal due date.
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In no case will a statement of intent to submit a revised proposal, or commencement of a revision
process, extend the proposal due date for any Respondent.

G. Errors and Omissions in Proposal

Failure by the TIPA to object to an error, omission, or deviation in a proposal will in no way modify the
RFQ/RFP or excuse the Respondent from full compliance with the specifications of the RFQ/RFP or any
contract awarded pursuant to the RFQ/RFP.

H.  Financial Responsibility

The TJPA accepts no financial responsibility for any costs incurred by a firm in responding to this
RFQ/RFP. Submissions to the TIPA under this RFQ/RFP will become the property of the TIPA and may
be used by the TIPA in any way deemed appropriate.

l. Public Disclosure

Contractors’ bids, responses to RFQ/RFPs and all other records of communications between the TIPA
and persons or firms seeking contracts shall be open to inspection immediately after a contract has been
awarded. Nothing in this provision requires the disclosure of a private person’s or organization’s net worth
or other proprietary financial data submitted for qualification for a contract or other benefits until and
unless that person or organization is awarded the contract or benefit. Information provided which is
covered by this paragraph will be made available to the public upon request.

J. Public Access to Meetings and Records

If a Respondent is a non-profit entity that receives a cumulative total per year of at least

$250,000 in TIPA funds or TIPA-administered funds and is a non-profit organization as defined in
Chapter 12L of the San Francisco Administrative Code, the Respondent must comply with Chapter 12L.
The Respondent must include in its Proposal (1) a statement describing its efforts to comply with the
Chapter 12L provisions regarding public access to Respondent’s meetings and records, and (2) a
summary of all complaints concerning the Respondent’s compliance with Chapter 12L that were filed with
the City and County of San Francisco (City) in the last two years and deemed by the City to be
substantiated. The summary shall also describe the disposition of each complaint. If no such complaints
were filed, the Respondent shall include a statement to that effect. Failure to comply with the reporting
requirements of Chapter 12L or material misrepresentation in Respondent’s Chapter 121 submissions
shall be grounds for rejection of the proposal and/or termination of any subsequent Agreement reached
on the basis of the proposal.

K.  New Restrictions on Lobbying Certification

All Respondents are required to include in their Proposal packages the standard federal certification form
regarding lobbying as set forth in the RFQ/RFP Attachments if the contract is expected to be more than
$100,000.

L. Certification Regarding Debarment, Suspension, and Other Responsibility Matters

A contract awarded under this RFQ/RFP is a covered transaction for purposes of federal suspension and
debarment laws, including 2 CFR part 1200, and the provisions of U.S. Office of Management and Budget
Appendix A “Guidelines to Agencies on Governmentwide Debarment and Suspension
(Nonprocurement),” 2 CFR part 180.

The contractor is required to comply with federal suspension and debarment laws and must include the
requirement to comply with federal suspension and debarment laws in any lower tier covered transaction
it enters into, if any.
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By signing and submitting its bid or proposal, the Respondent certifies as follows:

The certification in this clause is a material representation of fact relied upon by the TIPA. If itis
later determined that the Respondent knowingly rendered an erroneous certification, in addition to
remedies available to the TIPA, the Federal Government may pursue available remedies,
including but not limited to suspension and/or debarment. The Respondent agrees to comply with
the requirements of federal suspension and debarment laws while this offer is valid and
throughout the period of any contract that may arise from this offer. The Respondent further
agrees to include a provision requiring such compliance in its lower tier covered transactions.

By signing and submitting its Proposal, the Respondent also certifies to the TIPA that the Respondent
has not paid, nor agreed to pay, and will not pay or agree to pay, any fee or commission, or any other
thing of value contingent on the award of a contract to any TJPA employee or official or to any member of
the selection panel or other person involved in the making of the contract on behalf of the TIPA. All
Respondents are required to include in their Proposal packages the certification form regarding
debarment, suspension and other responsibility matters as set forth in the RFQ/RFP Attachments.

M.  Reservations of Rights by the TIPA

The issuance of this RFQ/RFP does not constitute an agreement by the TIPA that any contract will
actually be entered into by the TIPA. The TIPA expressly reserves the right at any time to:

e waive or correct any defect or informality in any response, proposal, or proposal procedure, as
determined by the TJPA in its sole discretion

e reject any or all proposals, without indicating any reason for such rejection

e reissue an RFQ/RFP

e prior to submission deadline for proposals, modify all or any portion of the selection procedures,
including deadlines for accepting responses, the specifications or requirements for any materials,
equipment or services to be provided under this RFQ/RFP, or the requirements for contents or format
of the proposals

e request that one or more Respondents clarify, supplement or modify the information submitted

e extend deadlines for accepting responses; request amendments to responses after the expiration of
deadlines; request clarifications, revised proposals or best and final offers; or negotiate or approve
final agreements

e during negotiation, expand or limit the scope of the proposed Services, increasing or decreasing
contract amounts, including negotiate with and award contracts to more than one qualified
Respondent

o if negotiations with a selected Respondent fail to proceed to the reasonable satisfaction of the TIPA,
at the TIPA's sole and absolute discretion, negotiate with and enter into a contract with another
Respondent, or begin the selection process anew

e consider any information about any Respondent that is not expressly contained in Respondent’s
response

e procure any materials, equipment or services specified in this RFQ/RFP by any other means

e determine that no Program will be pursued

N. No Waiver

No waiver by the TIPA of any provision of this RFQ/RFP shall be implied from any failure by the TIPA to
recognize or take action on account of any failure by a Respondent to observe any provision of this
RFQ/RFP.

O. Applicability of City Contracting Provisions

Under Section 6509 of the Government Code, the TJPA is subject to the same restrictions on its powers
as those which are applicable to an entity designated in the Joint Powers Agreement. The City and
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County of San Francisco has been designated as the administrator of the TIPA in the Joint Powers
Agreement. Respondents must comply with the San Francisco ordinances applicable to contracts and
procurement that are referenced in this RFQ/RFP and attached documents.

P. Restrictions on Campaign Contributions to Elected Officials

Certain members of the TIPA Board are elected officials. Respondents shall declare whether they have
made a campaign contribution to any such elected official, or committee controlled by such elected official
at any time between commencement of negotiations and either the completion of, or the termination of,
negotiations for a contract pursuant to this RFQ/RFP. This includes contributions to:

o the official’s re-election campaign
e a candidate for that officer’s office
e acommittee controlled by the official or candidate

Respondents shall be disqualified from participation in this RFQ/RFP on the sole discretion of the TIPA
as guided by rule and policies of Section 1.126 of the San Francisco Campaign and Governmental Code
(substituting references to the City and County of San Francisco in such section with the TIPA, as
applicable).

The negotiation period begins with the first point of contact, either by telephone, in person, or in writing,
when a Respondent approaches any TJPA officer or employee about this RFQ/RFP, or a TIPA officer or
employee initiates communication with a potential Respondent about a contract. The negotiation period
ends when a contract is awarded or not awarded to the Respondent. Inquiries for information, requests
for documents relating to this RFQ/RFP, and requests to be placed on a mailing list do not constitute
negotiations.

Violation of Section 1.126 may result in the following criminal, civil, or administrative penalties:

a) Criminal. Any person who knowingly or willfully violates section 1.126 is subject to a fine of up
to $5,000 and a jail term of not more than six months, or both.

b) Civil. Any person who intentionally or negligently violates section 1.126 may be held liable in a
civil action brought by the civil prosecutor for an amount up to $5,000.

¢) Administrative. Any person who intentionally or negligently violates section 1.126 may be held
liable in an administrative proceeding before the Ethics Commission held pursuant to the
Charter for an amount up to $5,000 for each violation.

For further information, proposers should contact the San Francisco Ethics Commission at (415) 581-
2300.

Q. No Representations or Warranties by TIPA

The information presented in this RFQ/RFP and in any report or other information provided by the TIPA
to respondents is provided solely for the convenience of the interested parties. It is the sole responsibility
of interested parties to assure themselves that the information contained in this RFQ/RFP or other
documents are accurate and complete. No representations, assurances or warranties pertaining to the
accuracy of such information are or will be provided by the TJPA or its advisors.

R. No Conflict of Interest

The TJPA shall disqualify any respondent to this RFQ/RFP that has a conflict of interest under Section
C8.105 of the San Francisco Charter, Government Code Section 1090, et. seq., the Political Reform Act
(Government Code Section 87100 et. seq.), or any other applicable conflict of interest laws. Any false,
incomplete, or otherwise unresponsive statements made in connection with a proposal may be cause for
its disqualification at the TIPA's sole discretion.
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ATTACHMENT 2
MODEL PROFESSIONAL SERVICES AGREEMENT

The successful Respondent will be required to enter into an agreement substantially in the form of the
Model Professional Services Agreement below. Failure to timely execute the agreement, or to furnish
any and all certificates, bonds, or other materials required in the agreement, may be deemed an
abandonment of the agreement. The TJPA, in its sole discretion, may select another firm.

Respondents are urged to pay special attention to the requirements of the Insurance (Section 15),
Indemnification (Section 16), Minimum Compensation Ordinance (Section 43 in the Agreement), the
Health Care Accountability Ordinance (Section 44 in the Agreement), and the First Source Hiring
Program (Section 45 in the Agreement) clauses. Any Agreement will also incorporate the provisions in
the RFP Attachment, “USDOT Requirements for Agreements with the TIPA".

TJIPA will not negotiate different terms in the Model Professional Services Agreement if exceptions are
not noted within Respondent’s proposal.

PROFESSIONAL SERVICES AGREEMENT
THIS AGREEMENT (“*Agreement”) is entered into as of the day of 2018, by

and between the TRANSBAY JOINT POWERS AUTHORITY (“TJPA") and
(“Contractor”).

Recitals

A. The TJPA requires Information Security/Cybersecurity services (“Services”) for the Transbay
Transit Center Program (“Program”).

B. The Contractor submitted a written proposal (“Proposal”) in response to the TIPA’s Request
for Proposals (“RFP”). Based on that Proposal, the TIPA'’s selection committee determined the
Contractor to be the highest-ranked respondent to the RFP and the TJPA invited the Contractor for
exclusive negotiations. This Agreement is the product of those negotiations.

C. The Contractor represents and warrants that it is qualified to perform the Services required by
this Agreement as set forth in Appendix ___ (“Scope of Services”).

D. The TJPA and the Contractor intend that this Agreement comply with the regulations of the
United States Department of Transportation (“USDOT”) and certain contracting requirements of the City
and County of San Francisco (the "City").

E. On , 2018, the TIJPA Board of Directors adopted Resolution No.
authorizing the TJPA's Executive Director to execute this Agreement with the Contractor for the Services.

Now, THEREFORE, the parties agree as follows:

1. Certification of Funds; Budget and Fiscal Provisions; Termination in the Event of Non-
Appropriation

Charges under this Agreement will accrue only after prior written authorization certified by the
TJPA's Chief Financial Officer. The amount of the TIPA's obligation hereunder shall not at any time
exceed the amount certified for the purpose and period stated in such advance authorization.
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This Agreement will terminate without penalty, liability or expense of any kind to the TIJPA at the
end of any fiscal year if funds are not appropriated for the next succeeding fiscal year. If funds are
appropriated for a portion of the fiscal year, this Agreement will terminate, without penalty, liability or
expense of any kind at the end of the fiscal year for which funds are appropriated.

The TJPA has no obligation to make appropriations for this Agreement in lieu of appropriations for
new or other agreements or Program costs. The TIJPA’s budget decisions are subject to the discretion of
the TJPA Board of Directors. The Contractor’s assumption of risk of possible non-appropriation is part of
the consideration for this Agreement.

THIS SECTION CONTROLS AGAINST ANY AND ALL OTHER PROVISIONS OF THIS AGREEMENT.
2. Term of the Agreement

Subject to Section 1, the term of this Agreement shall be for three years from the Effective Date of
the Agreement, as described in Section 3 below, provided that (i) the TIPA shall have the right to extend
this Agreement for two additional one-year terms by providing to the Contractor written notice of such
extension on or before the expiration of this Agreement, and (ii) any such extension shall be subject to
and conditioned upon the written agreement of the Contractor and the approval of such extension by
resolution adopted by the TIPA Board of Directors.

3. Effective Date of Agreement

This Agreement shall become effective when the Chief Financial Officer has certified to the
availability of funds for the first notice to proceed ("NTP") and the Contractor has been notified in writing
via an NTP.

4, Services Contractor Agrees to Perform

The Contractor agrees to perform the services listed in Appendix ___, Scope of Services, attached
hereto and incorporated by reference as though fully set forth within. Each NTP shall relate to a specified
part of the services, and a not-to-exceed maximum price under that NTP. No NTP can be amended,
except in writing and signed by an authorized representative of the TIPA.

To minimize the potential for a conflict of interest or unfair competitive advantage, the Contractor
agrees that it shall not enter into a contract with any property owner with respect to any property that is
within the Transit Center District without the TIPAs prior written consent, which the TIPA can grant or
withhold at its sole discretion.

5. Compensation
All work under this Agreement shall be compensated on an hourly basis, subject to any maximum

price set forth in a particular NTP. In no event shall the total compensation under this Agreement exceed
, ($ ) The breakdown of the Contractor’s fees appears in Appendix ___,

“Fees”.

Hourly rates for services are to remain fixed during the entire contract period, including any option
periods, except for reasonable cost of living increases.

No charges shall be incurred under this Agreement nor shall any payments become due to the
Contractor until the Services required under this Agreement are received from Contractor and approved
by the Executive Director as being in accordance with this Agreement. The TIPA may withhold payment
to the Contractor in any instance in which the Contractor has failed or refused to satisfy any material
obligation provided for under this Agreement.
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In no event shall the TIPA be liable for interest or late charges for any late payments.
6. Guaranteed Maximum Costs

a. The TJPA's obligation hereunder shall not at any time exceed the amount certified by the Chief
Financial Officer for the purpose and period stated in such certification, or the maximum price set forth in an
NTP with respect to the work covered under that NTP.

b. Except as may be provided by laws governing emergency procedures, officers and employees of
the TJPA are not authorized to request, and the TJPA is not required to reimburse the Contractor for,
commodities or services in excess of the price set forth in an NTP and in excess of the total compensation
under this Agreement as stated in Section 5, unless the changed scope is authorized by written amendment
and approved as required by law.

c. Officers and employees of the TIPA are not authorized to offer or promise, nor is the TIPA
required to honor, any offered or promised additional funding in excess of the maximum amount of funding
for which the contract or NTP is certified without certification of the additional amount by the Chief Financial
Officer.

d. The Chief Financial Officer is not authorized to make payments on any contract or NTP for which
funds have not been certified as available in the budget or by supplemental appropriation.

7. Payment

Invoices furnished by the Contractor under this Agreement must be in a form acceptable to the
TJPA and must include a unique invoice number. Invoices shall include the first and last day of a calendar
month and be submitted within thirty (30) days of the end of said calendar month. Contractor must submit
required DBE Progress Payment Reports with every invoice. All amounts paid to the Contractor shall be
subject to audit by the TIPA.

The TJPA shall make payment to the Contractor at the address specified in the Section entitled
“Notices to the Parties”.

8. Submitting False Claims; Monetary Penalties

Pursuant to San Francisco Administrative Code Section 21.35, any Contractor, subcontractor, or
consultant who submits a false claim shall be liable to the TIPA for three times the amount of damages
which the TJPA sustains because of the false claim, plus a civil penalty of up to $10,000, and other
damages as provided by statute. A Contractor, subcontractor or consultant will be deemed to have
submitted a false claim to the TIPA if the Contractor, subcontractor or consultant (a) knowingly presents
or causes to be presented to an officer or employee of the TIPA a false claim or request for payment or
approval; (b) knowingly makes, uses, or causes to be made or used a false record or statement to get a
false claim paid or approved by the TIPA; (c) conspires to defraud the TIJPA by getting a false claim
allowed or paid by the TIPA; (d) knowingly makes, uses, or causes to be made or used a false record or
statement to conceal, avoid, or decrease an obligation to pay or transmit money or property to the TIPA,;
or (e) is a beneficiary of an inadvertent submission of a false claim to the TIPA, subsequently discovers
the falsity of the claim, and fails to disclose the false claim to the TIPA within a reasonable time after
discovery of the false claim.

9. Disallowance

If Contractor claims or receives payment from the TJPA for a service, reimbursement for which is
later disallowed by the State of California or United States Government, the Contractor shall promptly
refund the disallowed amount to the TIPA upon the TIPA’s request. At its option, the TIPA may offset
the amount disallowed from any payment due or to become due to Contractor under this Agreement or
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any other Agreement.

By executing this Agreement, the Contractor certifies that the Contractor is not suspended,
debarred or otherwise excluded from participation in federal assistance programs. The Contractor
acknowledges that this certification of eligibility to receive federal funds is a material term of the
Agreement.

10. Taxes

Payment of any taxes, including possessory interest taxes and California sales and use taxes,
levied upon this Agreement, the transaction, or the services delivered pursuant hereto, shall be the
obligation of the Contractor.

11. Payment Does Not Imply Acceptance of Work

The granting of any payment by the TIPA, or the receipt thereof by the Contractor, shall in no way
lessen the liability of the Contractor to correct or revise unsatisfactory work, even though the
unsatisfactory character of such work may not have been apparent or detected at the time such payment
was made.

12. Qualified Personnel

The Contractor represents and warrants to the TIJPA that the Contractor is qualified to perform the
services as contemplated by this Agreement. The Contractor further represents and warrants to the
TJPA that it has all required licenses and approvals to perform the work contemplated by this Agreement,
and that all work performed under this Agreement shall be performed only by personnel under the
supervision and in the employment of the Contractor. All personnel engaged in the work shall be fully
qualified and shall be authorized, licensed and certified under state and local law to perform such work if
authorization, licensing or certification is required. The persons performing professional services under
this Agreement on behalf of the Contractor are shown in Appendix ___ attached hereto, and shall not be
changed or substituted without the prior written consent of the TIPA, but all personnel, including those
assigned at the TIPA’s request, must be supervised by the Contractor. The Contractor shall commit
adequate resources to complete the project within the project schedule specified in this Agreement.

13. Responsibility for EQuipment

The TJPA shall not be responsible for any damage to persons or property as a result of the use,
misuse or failure of any equipment used by Contractor, or by any of its employees, even though such
equipment be furnished, rented or loaned to Contractor by the TIPA.

14. Independent Contractor, Payment of Taxes and Other Expenses
a. Independent Contractor

The Contractor or any agent or employee of Contractor shall be deemed at all times to be an
independent contractor and is wholly responsible for the manner in which it performs the services and
work requested by the TIPA under this Agreement. The Contractor or any agent or employee of the
Contractor shall not have employee status with the TIPA, nor be entitled to participate in any plans,
arrangements, or distributions by the TIPA pertaining to or in connection with any retirement, health or
other benefits that the TIPA may offer its employees. The Contractor or any agent or employee of the
Contractor is liable for the acts and omissions of itself, its employees and its agents. The Contractor shall
be responsible for all obligations and payments, whether imposed by federal, state or local law, including,
but not limited to, Federal Insurance Contributions Act (FICA), income tax withholdings, unemployment
compensation, insurance, and other similar responsibilities related to the Contractor’s performing services
and work, or any agent or employee of the Contractor providing same. Nothing in this Agreement shall be
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construed as creating an employment or joint venture relationship between the TJPA and the Contractor.

Any terms in this Agreement referring to direction from the TIJPA shall be construed as
providing for direction as to policy and the result of the Contractor’s work only, and not as to the means by
which such a result is obtained.

b. Payment of Taxes and Other Expenses

Should the TJPA, in its discretion, or a relevant taxing authority such as the Internal Revenue
Service or the State Employment Development Division, or both, determine that the Contractor is an
employee for purposes of collection of any employment taxes, the amounts payable under this
Agreement shall be reduced by amounts equal to both the employee and employer portions of the tax
due (and offsetting any credits for amounts already paid by the Contractor which can be applied against
this liability). The TIPA shall then forward those amounts to the relevant taxing authority.

Should a relevant taxing authority determine a liability for past services performed by the
Contractor for the TIPA, upon natification of such fact by the TIPA, the Contractor shall promptly remit
such amount due or arrange with the TIPA to have the amount due withheld from future payments to the
Contractor under this Agreement (again, offsetting any amounts already paid by the Contractor which can
be applied as a credit against such liability).

A determination of employment status pursuant to the preceding two paragraphs shall be solely for the
purposes of the particular tax in question, and for all other purposes of this Agreement, The Contractor shall not
be considered an employee of the TIPA. Notwithstanding the foregoing, should any court, arbitrator, or
administrative authority determine that the Contractor is an employee for any other purpose, then the Contractor
agrees to a reduction in the TIJPA's financial liability so that the TIPA's total expenses under this Agreement are
not greater than they would have been had the court, arbitrator, or administrative authority determined that the
Contractor was not an employee.

15. Insurance
a. Without in any way limiting the Contractor's other indemnification obligations under this
Agreement, the Contractor must maintain in force, during the full term of the Agreement, insurance with

coverages at least as broad as the following amounts and coverages.

(1) If required under California law, Worker's Compensation, in statutory amounts, with
Employers' liability limits not less than $1,000,000 each accident, injury, or iliness; and

(2) Commercial General Liability Insurance on an occurrence basis, with limits not less than
$3,000,000 each occurrence for Bodily Injury, Property Damage, Contractual Liability, Personal and
Advertising Injury, Products and Completed Operations; and

3) Business Automobile Liability Insurance with limits not less than $1,000,000 per accident
for Bodily Injury (including death), Property Damage, including Owned, Non-Owned and Hired auto
coverage, as applicable; and

(4) Professional Liability Insurance with limits not less than $1,000,000 each claim, with
respect to negligent acts, errors or omissions in connection with professional services to be provided
under this Agreement.

b. Commercial General Liability policies must provide the following:
(1) Name as Additional Insured the entities identified in Appendix .

(2) That such policies are primary insurance to any other insurance available to the
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Additional Insureds, with respect to any claims arising out of this Agreement, and that insurance applies
separately to each insured against whom claim is made or suit is brought.

c. All policies shall be endorsed to provide thirty (30) days' advance written notice to the TIJPA of
material change in coverages, reduction or nonrenewal of coverages, or cancellation of coverages for any
reason. Notices shall be sent to the address specified in the Section entitled “Notices to the Parties”.

d. Should any of the required insurance be provided under a claims-made form, the Contractor
shall maintain such coverage continuously throughout the term of this Agreement, and without lapse, for a
period of five (5) years beyond the expiration of this Agreement, to the effect that, should occurrences
during the agreement term give rise to claims made after expiration of the Agreement, such claims shall
be covered by such claims-made policies.

e. Should any of the required insurance be provided under a form of coverage that includes a
general annual aggregate limit or provides that claims investigation or legal defense costs are included in
such general annual aggregate limit, such general annual aggregate limit shall be double the occurrence
or claims limits specified above.

f.  Should any required insurance lapse during the term of this Agreement, requests for
payment originating after such lapse shall not be processed until the TIPA receives satisfactory evidence
of reinstated coverage as required by this Agreement, effective as of the lapse date. If insurance is not
reinstated, the TJIPA may, at its sole option, terminate this Agreement effective on the date of such lapse
of insurance.

g. Before commencing any operations under this Agreement, the Contractor shall do the
following: (a) furnish to the TIPA certificates of insurance and additional insured policy endorsements
with insurers with ratings comparable to A.M. Best A-, VII or higher, that are authorized to do business in
the State of California, and that are satisfactory to the TIPA, in form evidencing all coverages set forth
above, and (b) furnish complete copies of policies promptly upon TIJPA request. Failure to maintain
insurance shall constitute a material breach of this Agreement.

h. Approval of the insurance by the TIPA shall not relieve or decrease the liability of the
Contractor under this Agreement. If Contractor maintains broader coverage and/or higher limits than the
minimums shown above, the TIPA requires and shall be entitled to the broader coverage and/or the
higher limits maintained by Contractor. Any available insurance proceeds in excess of the specified
minimum limits of insurance and coverage shall be available to the TIPA.

16. Indemnification

Contractor shall indemnify and save harmless the TIJPA and its officers, directors, agents and
employees from, and if requested shall defend them against, any and all loss, cost, damage, injury,
liability, and claims thereof for injury to or death of a person, including employees of the Contractor or loss
of or damage to property, arising directly or indirectly from the Contractor’s performance of this
Agreement, including, but not limited to, the Contractor’s use of facilities or equipment provided by the
TJPA or others, regardless of the negligence of, and regardless of whether liability without fault is
imposed or sought to be imposed on the TIPA, except to the extent that such indemnity is void or
otherwise unenforceable under applicable law in effect on or validly retroactive to the date of this
Agreement, and except where such loss, damage, injury, liability or claim is the result of the active
negligence or willful misconduct of the TIPA and is not contributed to by any act of, or by any omission to
perform some duty imposed by law or agreement on Contractor, its subcontractors or either’'s agent or
employee. The foregoing indemnity shall include, without limitation, reasonable fees of attorneys,
consultants and experts and related costs and the TIPA'’s costs of investigating any claims against the
TJIPA.
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In addition to the Contractor’s obligation to indemnify the TIPA, the Contractor specifically
acknowledges and agrees that it has an immediate and independent obligation to defend the TIPA from
any claim which actually or potentially falls within this indemnification provision, even if the allegations are
or may be groundless, false or fraudulent, which obligation arises at the time such claim is tendered to the
Contractor by the TIPA and continues at all times thereafter. The Contractor shall have the exclusive
right to select and retain attorneys to defend against such indemnified claims (subject to the reasonable
approval of the TIPA) and the TJPA shall cooperate with the Contractor and its attorneys, at no cost to
the TIPA.

The Contractor shall indemnify and hold the TIPA harmless from all loss and liability, including
attorneys’ fees, court costs and all other litigation expenses for any infringement of the patent rights,
copyright, trade secret or any other proprietary right or trademark, and all other intellectual property
claims of any person or persons in consequence of the use by the TIPA, or any of its officers or agents,
of articles or services to be supplied in the performance of this Agreement.

17. Incidental and Consequential Damages

Contractor shall be responsible for incidental and consequential damages to the TJPA resulting in
whole or in part from Contractor’s acts or omissions. Nothing in this Agreement shall constitute a waiver
or limitation of any rights that the TIPA may have under applicable law to seek a defense, indemnity, or
damages for such acts or omissions.

18. Liability of TIPA

The TJPA's monetary obligations under this agreement shall be limited to the payment of the
compensation provided for in the Section of this Agreement entitled “Compensation”. Notwithstanding any
other provision of this Agreement, in no event shall the TIPA be liable, regardless of whether any claim is
based on contract or tort, for any special, consequential, indirect or incidental damages, including, but not
limited to, lost profits, arising out of or in connection with this Agreement or the services performed in
connection with this Agreement.

19. Liquidated Damages

By entering into this Agreement, the Contractor agrees that in the event the Services, as provided
under the Section entitled “Services Contractor Agrees to Perform” herein, are delayed beyond the
scheduled milestones and timelines as provided in Appendix __, the TIPA will suffer actual damages that
will be impractical or extremely difficult to determine; further, the Contractor agrees that the sum of

% ) per day for each day of delay beyond scheduled milestones and timelines
is not a penalty, but is a reasonable estimate of the loss that the TIPA will incur based on the delay,
established in light of the circumstances existing at the time this contract was awarded. The TJPA may
deduct a sum representing the liquidated damages from any money due to the Contractor. Such
deductions shall not be considered a penalty, but rather agreed monetary damages sustained by the
TJPA because of the Contractor’s failure to deliver to the TIPA within the time fixed or such extensions of
time permitted in writing by the TIPA.

20. Default; Remedies

a. Each of the following shall constitute an event of default ("Event of Default") under this
Agreement.

(1) Contractor fails or refuses to perform or observe any term, covenant or condition contained in
any of the following Sections of this Agreement: Payment; Submitting False Claims, Monetary Penalties;
Taxes; Insurance; Proprietary or Confidential Information of TIPA; Protection of Private Information;
Assignment; Drug-Free Workplace; Compliance With Laws; USDOT Requirements.
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(2) Contractor fails or refuses to perform or observe any other term, covenant or condition
contained in this Agreement, and such default continues for a period of ten (10) days after written notice
thereof from TJPA to Contractor.

(3) The Contractor (a) is generally not paying its debts as they become due, (b) files, or consents
by answer or otherwise to the filing against it of, a petition for relief or reorganization or arrangement or
any other petition in bankruptcy or for liquidation or to take advantage of any bankruptcy, insolvency or
other debtors' relief law of any jurisdiction, (c) makes an assignment for the benefit of its creditors, (d)
consents to the appointment of a custodian, receiver, trustee or other officer with similar powers of the
Contractor or of any substantial part of the Contractor’s property, or (e) takes action for the purpose of
any of the foregoing.

(4) A court or government authority enters an order (a) appointing a custodian, receiver, trustee or
other officer with similar powers with respect to Contractor or with respect to any substantial part of the
Contractor’s property, (b) constituting an order for relief or approving a petition for relief or reorganization
or arrangement or any other petition in bankruptcy or for liquidation or to take advantage of any
bankruptcy, insolvency or other debtors' relief law of any jurisdiction, or (c) ordering the dissolution,
winding-up or liquidation of the Contractor.

b. On and after any Event of Default, the TIPA shall have the right to exercise its legal and
equitable remedies, including, without limitation, the right to terminate this Agreement or to seek specific
performance of all or any part of this Agreement. In addition, the TIPA shall have the right (but no
obligation) to cure (or cause to be cured) on behalf of the Contractor any Event of Default; the Contractor
shall pay to the TIPA on demand all costs and expenses incurred by the TIPA in effecting such cure,
with interest thereon from the date of incurrence at the maximum rate then permitted by law. The TIPA
shall have the right to offset from any amounts due to Contractor under this Agreement or any other
agreement between the TIJPA and the Contractor all damages, losses, costs or expenses incurred by the
TJPA as a result of such Event of Default and any liquidated damages due from the Contractor pursuant
to the terms of this Agreement or any other agreement.

c. All remedies provided for in this Agreement may be exercised individually or in combination
with any other remedy available hereunder or under applicable laws, rules and regulations. The exercise
of any remedy shall not preclude or in any way be deemed to waive any other remedy.

21. Termination for Convenience

a. The TJPA shall have the option, in its sole discretion, to terminate this Agreement, at any time
during the term hereof, for convenience when it is in the TIPA'’s best interest, which best interest shall be
determined at the TIPA'’s sole discretion. The TIPA shall exercise this option by giving the Contractor
written notice of termination. The notice shall specify the date on which termination shall become
effective.

b. Upon receipt of the notice, the Contractor shall commence and perform, with diligence, all
actions necessary on the part of the Contractor to effect the termination of this Agreement on the date
specified by the TIPA and to minimize the liability of the Contractor and the TJPA to third parties as a
result of termination. All such actions shall be subject to the prior approval of the TIPA. Such actions shall
include, without limitation:

(1) Halting the performance of all services and other work under this Agreement on the date(s) and
in the manner specified by the TIPA.

(2) Not placing any further orders or subcontracts for materials, services, equipment or other items.

(3) Terminating all existing orders and subcontracts.
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(4) Atthe TIPA’s direction, assigning to the TIPA any or all of the Contractor’s right, title and
interest under the orders and subcontracts terminated. Upon such assignment, the TIJPA shall have the
right, in its sole discretion, to settle or pay any or all claims arising out of the termination of such orders
and subcontracts.

(5) Subject to the TIPA’s approval, settling all outstanding liabilities and all claims arising out of the
termination of orders and subcontracts.

(6) Completing performance of any services or work that the TIPA designates to be completed
prior to the date of termination specified by the TIPA.

(7) Taking such action as may be necessary, or as the TIPA may direct, for the protection and
preservation of any property related to this Agreement which is in the possession of the Contractor and in
which the TJPA has or may acquire an interest.

c. Within thirty (30) days after the specified termination date, the Contractor shall submit to the
TJPA an invoice, which shall set forth the reasonable cost to the Contractor for all services and other
work the TJPA directed the Contractor to perform prior to the specified termination date, for which
services or work the TJPA has not already tendered payment. The costs shall be determined as provided
in Section 5, and shall be invoiced as provided in Section 7. The Contractor may also recover the
reasonable cost of preparing the invoice.

d. In no event shall the TIPA be liable for costs incurred by the Contractor or any of its
subcontractors after the termination date specified by the TIPA, except for those costs specifically
enumerated and described in the immediately preceding subsection (c). Such non-recoverable costs
include, but are not limited to, anticipated profits on this Agreement, post-termination employee salaries,
post-termination administrative expenses, post-termination overhead or unabsorbed overhead, attorneys’
fees or other costs relating to the prosecution of a claim or lawsuit, prejudgment interest, or any other
expense which is not reasonable or authorized under such subsection (c).

e. Inarriving at the amount due to the Contractor under this Section, the TIPA may deduct (1) all
payments previously made by the TIPA for work or other services covered by the Contractor’s final
invoice; (2) any claim which the TIPA may have against the Contractor in connection with this
Agreement; (3) any invoiced costs or expenses excluded pursuant to the immediately preceding
subsection (d); and (4) in instances in which, in the opinion of the TIPA, the cost of any service or other
work performed under this Agreement is excessively high due to costs incurred to remedy or replace
defective or rejected services or other work, the difference between the invoiced amount and the TIPA’s
estimate of the reasonable cost of performing the invoiced services or other work in compliance with the
requirements of this Agreement.

f.  The TIJPA’s payment obligation under this Section shall survive termination of this Agreement.
22. Rights and Duties Upon Termination or Expiration

a. This Section and the following Sections of this Agreement shall survive termination or expiration
of this Agreement: Submitting False Claims, Monetary Penalties; Disallowance; Taxes; Payment Does
Not Imply Acceptance of Work; Responsibility for Equipment; Independent Contractor, Payment of Taxes
and Other Expenses; Insurance; Indemnification; Incidental and Consequential Damages; Liability of
TJPA; Proprietary or Confidential Information of TIPA, Protection of Private Information; Notices to the
Parties; Ownership of Results; Works for Hire; Audit and Inspection of Records; Non-Waiver of Rights;
Limitations on Contributions; Modification of Agreement; Administrative Remedy for Agreement
Interpretation; Agreement Made in California, Venue; Construction; Entire Agreement; Severability;
USDOT Requirements; Prompt Payment of Subcontractors.
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b. Subject to the immediately preceding subsection (a), upon termination of this Agreement prior
to expiration of the term specified in Section 2, this Agreement shall terminate and be of no further force
or effect. The Contractor shall transfer title to the TIPA, and deliver in the manner, at the times, and to the
extent, if any, directed by the TIPA, any work in progress, completed work, supplies, equipment, and
other materials produced as a part of, or acquired in connection with the performance of this Agreement,
and any completed or partially completed work which, if this Agreement had been completed, would have
been required to be furnished to the TIPA. This subsection shall survive termination of this Agreement.

23. Notices to the Parties

Unless otherwise indicated elsewhere in this Agreement, all written communications sent by the
parties may be by U.S. mail, email, or fax, and shall be addressed as follows:
To TIPA: Mr. Mark Zabaneh, Executive Director
Transbay Joint Powers Authority
201 Mission Street, Suite 2100
San Francisco, CA 94105
(415) 597-4615 fax
MZabaneh@transbaycenter.org

To Contractor:

Any notice of default must be sent by registered mail.
24. Proprietary or Confidential Information of the TIPA

The Contractor understands and agrees that, in the performance of the work or services under the
Agreement or in contemplation thereof, the Contractor may have access to private or confidential
information which may be owned or controlled by the TIPA and that such information may contain
proprietary or confidential details, the disclosure of which to third parties may be damaging to the TIPA.
The Contractor agrees that all information disclosed by the TIPA to the Contractor shall be held in
confidence and used only in performance of this Agreement. The Contractor shall exercise the same
standard of care to protect such information as a reasonably prudent contractor would use to protect its
own proprietary data.

25. Protection of Private, Confidential, Sensitive Security, and Protected Critical Infrastructure
Information

a. The Contractor agrees to comply fully with and be bound by all of the provisions of Chapter
12M of the San Francisco Administrative Code (the "Nondisclosure of Private Information Ordinance"),
including the remedies provided. The provisions of the Nondisclosure of Private Information Ordinance
are incorporated herein by reference and made a part of this Agreement as though fully set forth.
Capitalized terms used in this Section and not defined in this Agreement shall have the meanings
assigned to such terms in the Nondisclosure of Private Information Ordinance. Consistent with the
requirements of the Nondisclosure of Private Information Ordinance, the Contractor agrees to all of the
following:

(1) Neither the Contractor nor any of its subcontractors shall disclose Private Information
obtained from the TJPA or the City in the performance of this Agreement to any other subcontractor,
person, or other entity, unless one of the following is true.
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() The disclosure is authorized by this Agreement;

(i) The Contractor received advance written approval from the TIPA to disclose the
information; or

(iif) The disclosure is required by law or judicial order.

(2) Any disclosure or use of Private Information authorized by this Agreement shall be in
accordance with any conditions or restrictions stated in this Agreement. Any disclosure or use of Private
Information authorized by the TIPA shall be in accordance with any conditions or restrictions stated in the
approval.

(3) Private Information shall mean any information that (1) could be used to identify an
individual, including without limitation, name, address, social security number, medical information,
financial information, date and location of birth, and names of relatives or (2) the law forbids any person
from disclosing.

(4) Any failure of the Contractor to comply with the Nondisclosure of Private Information
Ordinance shall be a material breach of this Agreement. In such an event, in addition to any other
remedies available to it under equity or law, the TIPA may terminate this Agreement, debar Contractor, or
bring a false claim action against the Contractor.

b. The TJPA recognizes the need to share certain Confidential Information, Sensitive Security
Information (SSI), and/or Protected Critical Infrastructure Information (PCIl) with the Contractor to allow
the Contractor to perform work on the Program. Confidential Information, SSI, and PCII may appear in
records in written or electronic form, including, but not limited to, drawings, photographs, schematics,
plans, memorandums, reports, emails, videos, tape recordings, and presentations. The Contractor
acknowledges that by granting access to certain Confidential Information, SSI, and/or PCII, the TIPA has
placed a special confidence and trust in the Contractor. In accordance with the terms of the TJIPA’s Non-
Disclosure Agreement (NDA) under which access to Confidential Information, SSI, or PCIl would be
granted, the Contractor agrees to

(1) Keep Confidential Information, SSI, and PCII confidential and treat it in a manner designed
to prevent the unauthorized disclosure to third parties;

(2) Not disclose Confidential Information, SSI, and/or PCII to third parties without the express
written permission of the Executive Director of the TIPA or designee; and

(3) If such permission is granted, then provide said information only upon the execution of an
NDA by that third party.

26. News Releases/Interviews

All Contractor news releases, media interviews, testimony at hearings and public comment relating
to the Transbay Transit Center Program shall be prohibited unless expressly authorized by the TIPA.

27. Ownership of Results

Any interest of the Contractor or its subcontractors, in drawings, plans, specifications, blueprints,
studies, reports, memoranda, computation sheets, computer files and media, or other documents
prepared by the Contractor or its subcontractors in connection with services to be performed under this
Agreement, shall become the property of and will be transmitted to the TIPA. However, the Contractor
may retain and use copies for reference and as documentation of its experience and capabilities.

TJPA | [Contractor Name] [17-11-Agreement No.] Page 11 [Contract Date]



28. Works for Hire

If, in connection with services performed under this Agreement, the Contractor or its subcontractors
create artwork, copy, posters, billboards, photographs, videotapes, audiotapes, systems designs,
software, reports, diagrams, surveys, source codes or any other original works of authorship, such works
of authorship shall be works for hire as defined under Title 17 of the United States Code, and all
copyrights in such works are the property of the TIPA. If it is ever determined that any works created by
the Contractor or its subcontractors under this Agreement are not works for hire under U.S. law, the
Contractor hereby assigns all copyrights to such works to the TIPA, and agrees to provide any material
and execute any documents necessary to effectuate such assignment. With the approval of the TIPA, the
Contractor may retain and use copies of such works for reference and as documentation of its experience
and capabilities.

29. Audit and Inspection of Records

The Contractor agrees to maintain and make available to the TIPA, during regular business hours,
accurate books and accounting records relating to its work under this Agreement. The Contractor will
permit the TIPA to audit, examine and make excerpts and transcripts from such books and records, and
to make audits of all invoices, materials, payrolls, records or personnel and other data related to all other
matters covered by this Agreement, whether funded in whole or in part under this Agreement. The
Contractor shall maintain such data and records in an accessible location and condition for a period of not
less than five years after final payment under this Agreement or until after final audit has been resolved,
whichever is later. The State of California or any governmental agency having an interest in the subject of
this Agreement shall have the same rights conferred upon the TIPA by this Section.

30. San Francisco Sunshine Ordinance

In accordance with S.F. Administrative Code Section 67.24(e), the Contractors’ bids, responses to
solicitations and all other records of communications between the TJPA and persons or firms seeking
contracts shall be open to inspection immediately after a contract has been awarded. Nothing in this
provision requires the disclosure of a private person’s or organization’s net worth or other proprietary
financial data submitted for qualification for a contract or other benefits until and unless that person or
organization is awarded the contract or benefit. InNformation provided which is covered by this paragraph
will be made available to the public upon request.

31. Public Access to Meetings and Records

If the Contractor receives a cumulative total per year of at least $250,000 in TJPA funds or TIPA-
administered funds and is a nonprofit organization as defined in Chapter 12L of the S.F. Administrative
Code, the Contractor shall comply with and be bound by all the applicable provisions of that Chapter. By
executing this Agreement, the Contractor agrees to open its meetings and records to the public in the
manner set forth in Sections 12L.4 and 12L.5 of the Administrative Code. The Contractor further agrees
to make good faith efforts to promote community membership on its Board of Directors in the manner set
forth in Section 12L.6 of the Administrative Code. The Contractor acknowledges that its material failure to
comply with any of the provisions of this paragraph shall constitute a material breach of this Agreement.
The Contractor further acknowledges that such material breach of the Agreement shall be grounds for the
TJPA to terminate and/or not renew the Agreement, partially or in its entirety.

32. Subcontracting

The Contractor is permitted to subcontract portions of the services to be performed under this
Agreement as follows:

List subcontractor(s)’ firm name and address
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The Contractor will be permitted to subcontract additional portions of the work under this
Agreement subject to the prior written approval of the TIPA Executive Director. Subcontractors shall be
solely responsible to the Contractor throughout the performance of their services under this Agreement.
Assignment by the Contractor of work to subcontractors shall not relieve the Contractor of any obligation
to the TIPA for the work performed.

33.  Assignment

The services to be performed by the Contractor are personal in character and neither this
Agreement nor any duties or obligations hereunder may be assigned or delegated by the Contractor
unless first approved by the TIPA by written instrument executed and approved in the same manner as
this Agreement.

34. Non-Waiver of Rights

The omission by either party at any time to enforce any default or right reserved to it, or to require
performance of any of the terms, covenants, or provisions hereof by the other party at the time
designated, shall not be a waiver of any such default or right to which the party is entitled, nor shall it in
any way affect the right of the party to enforce such provisions thereafter. There shall be no waiver except
in writing, signed by the party to be charged.

35. Services Provided by Attorneys

Any services to be provided by a law firm or attorney must be reviewed and approved in writing in
advance by the TIPA. No invoices for such services provided by law firms or attorneys, including, without
limitation, as subcontractors of the Contractor, will be paid unless the provider received advance written
approval from the TIPA.

36. Conflict of Interest

Through its execution of this Agreement, the Contractor acknowledges that it is familiar with the
provisions of the Conflict of Interest Code of the TIPA, Section 15.103 of the San Francisco City Charter;
Article 1ll, Chapter 2 of San Francisco’s Campaign and Governmental Conduct Code; and Section 87100
et seg. and Section 1090 et seq. of the Government Code of the State of California, and certifies that it
does not know of any facts which constitute a violation of said provisions.

37. Limitations on Contributions

Through execution of this Agreement, the Contractor acknowledges that it is familiar with
Section 1.126 of the San Francisco Campaign and Governmental Conduct Code, which prohibits any
person who contracts with the TIPA for the rendition of personal services, for the furnishing of any
material, supplies or equipment, or for the sale or lease of any land or building, from making any
campaign contribution to (1) a TIPA elective officer if the contract must be approved by the individual, a
board on which that individual serves, or a board on which an appointee of that individual serves, (2) a
candidate for the office held by such individual, or (3) a committee controlled by such individual, at any
time from the commencement of negotiations for the contract until the later of either the termination of
negotiations for such contract or six months after the date the contract is approved. The Contractor
acknowledges that the foregoing restriction applies only if the contract or a combination or series of
contracts approved by the same individual or board in a fiscal year have a total anticipated or actual value
of $50,000 or more. The Contractor further acknowledges that the prohibition on contributions applies to
each prospective party to the contract; each member of the Contractor’s board of directors; the
Contractor’s chairperson, chief executive officer, chief financial officer and chief operating officer; any
person with an ownership interest of more than 20 percent in the Contractor; any subcontractor listed in
the bid or contract; and any committee that is sponsored or controlled by the Contractor. Additionally, the
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Contractor acknowledges that the Contractor must inform each of the persons described in the preceding
sentence of the prohibitions contained in Section 1.126.

38. Prohibition on Political Activity with TIPA Funds

In accordance with San Francisco Administrative Code Chapter 12.G, the Contractor may not
participate in, support, or attempt to influence any political campaign for a candidate or for a ballot
measure (collectively, "Political Activity") in the performance of the services provided under this
Agreement. The Contractor agrees to comply with San Francisco Administrative Code Chapter 12.G and
any implementing rules and regulations promulgated by the TIPA’s Chief Financial Officer. The terms
and provisions of Chapter 12.G are incorporated herein by this reference. In the event that the Contractor
violates the provisions of this Section, the TIPA may, in addition to any other rights or remedies available
hereunder, (i) terminate this Agreement, and (ii) prohibit the Contractor from bidding on or receiving any
new TJPA contract for a period of two (2) years. The TJPA will not consider the Contractor’s use of profit
as a violation of this Section.

39. Equal Employment Opportunity/Nondiscrimination; Penalties
a. Contractor Shall Not Discriminate

In the performance of this Agreement, the Contractor agrees not to discriminate against any
TJPA or City employee working with such Contractor or subcontractor, applicant for employment with
such Contractor or subcontractor, or against any person seeking accommodations, advantages, facilities,
privileges, services, or membership in all business, social, or other establishments or organizations, on
the basis of the fact or perception of a person’s race, color, creed, religion, national origin, ancestry, age,
sex, sexual orientation, gender identity, domestic partner status, marital status, disability, weight, height,
or Acquired Immune Deficiency Syndrome or Human Immunodeficiency Virus (AIDS/HIV) status, or
association with members of such protected classes, or in retaliation for opposition to discrimination
against such classes.

Such action shall include, but shall not be limited to, the following: employment, upgrading,
demotion or transfer; recruitment or recruitment advertising; lay-offs or termination; rates of pay or other
forms of compensation; and selection for training, including apprenticeship. Contractor further agrees to
post in conspicuous places, available to employees and applicants for employment, notices setting forth
the provisions of this nondiscrimination clause. The Contractor is encouraged to actively recruit minorities
and women for its workforce and take other steps, such as on-the-job training and education, to ensure
nondiscrimination in the Contractor's employment practices.

b. Subcontracts

The Contractor shall incorporate by reference in all subcontracts the provisions of Chapters
12B.2(a), 12B.2(c)-(k), and 12C.3 of the San Francisco Administrative Code (copies of which are
available from the TJPA upon request) and shall require all subcontractors to comply with such
provisions. Contractor’s failure to comply with the obligations in this subsection shall constitute a material
breach of this Agreement.

c. Nondiscrimination in Benefits

The Contractor does not as of the date of this Agreement and will not during the term of this
Agreement, in any of its operations in San Francisco, on real property owned by San Francisco, or where
the work is being performed for the TIPA elsewhere within the United States, discriminate in the provision
of bereavement leave, family medical leave, health benefits, membership or membership discounts,
moving expenses, pension and retirement benefits or travel benefits, as well as any benefits other than
the benefits specified above, between employees with domestic partners and employees with spouses,
and/or between the domestic partners and spouses of such employees, where the domestic partnership
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has been registered with a governmental entity pursuant to state or local law authorizing such
registration, subject to the conditions set forth in Chapter 12B.2(b) of the San Francisco Administrative
Code.

d. Condition to Contract

As a condition to this Agreement, the Contractor shall execute the appropriate “San Francisco
Administrative Code Chapters 12B & 12C Declaration: Nondiscrimination in Contracts and Benefits” form
(Form HRC-12B-101, HRC-12B-102, or HRC-12B-103) with supporting documentation and file the form
with the TIPA Contract Compliance Manager.

e. Incorporation of Administrative Code Provisions by Reference

The provisions of Chapters 12B and 12C of the San Francisco Administrative Code are
incorporated in this Section by reference and made a part of this Agreement as though fully set forth
herein. The Contractor shall comply fully with and be bound by all of the provisions that apply to this
Agreement under such Chapters of the Administrative Code, including but not limited to the remedies
provided in such Chapters. Without limiting the foregoing, the Contractor understands that pursuant to
Section 12B.2(h) and 12C.3(g)of the San Francisco Administrative Code, a penalty of $50 for each
person for each calendar day during which such person was discriminated against in violation of the
provisions of this Agreement may be assessed against the Contractor and/or deducted from any
payments due the Contractor.

40. Disadvantaged Business Enterprise (DBE) Requirements

The Contractor or subcontractor shall not discriminate on the basis of race, color, national origin, or
sex in the performance of this agreement. The Contractor shall carry out applicable requirements of 49
CFR Part 26 in the award and administration of DOT-assisted contracts. Failure by the Contractor to carry
out these requirements is a material breach of this Agreement, which may result in the termination of this
Agreement or such other remedy as the TIPA deems appropriate.

Pursuant to the monitoring requirements outlined in Section XIII of the TIPA’s DBE Program (49
CFR 26.37), the Contractor will be required to update and submit the TIPA'’s “Bidders/Proposers
Information Request Form,” regardless of DBE participation. Upon award of the contract, the Contractor
shall submit the TIPA’s “Progress Payment Report” with every invoice, the “Subcontractor Payment
Declaration” within five days of each Contractor payment to a subcontractor, and a “Final Expenditure
Report” with the completion of the contract.

41. Reserved
42. Prompt Payment to Subcontractors
a. Prompt Progress Payment to Subcontractors

A prime contractor or subcontractor shall pay a subcontractor not later than ten (10) days of
receipt of each progress payment in accordance with the provision in Section 7108.5 of the California
Business and Professions Code concerning prompt payment to subcontractors. The ten (10) days is
applicable unless a longer period is agreed to in writing. Any violation of Section 7108.5 shall subject the
violating contractor or subcontractor to the penalties, sanction and other remedies of that Section. Federal
regulation (49 CFR 26.29) requires that any delay or postponement of payment over thirty (30) days of
receipt of each payment may take place only for good cause and with the TIPA'’s prior written approval.
These requirements shall not be construed to limit or impair any contractual, administrative, or judicial
remedies otherwise, available to the prime contractor or subcontractor in the event of a dispute involving
late payment, or nonpayment by the prime contractor, deficient subcontract performance, or
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noncompliance by a subcontractor. This provision applies to both DBE/SBE and non-DBE/SBE prime
contractors and subcontractors.

b. Prompt Payment of Withheld Funds to Subcontractors

If the TIPA requires retainage from the prime contractor and prompt and regular incremental
acceptances of portions, as determined by the TIPA of the contract work and retainage is paid to the
prime contractor based on these acceptances, then the prime contractor or subcontractor shall return all
monies withheld in retention from all subcontractors within thirty (30) days after receiving payment for
work satisfactorily completed and accepted including incremental acceptances of portions of the contract
work by the TIPA. Any delay or postponement of payment may take place only for good cause and with
the TIPA'’s prior written approval. Any violation of these provisions shall subject the violating prime
contractor to the penalties, sanctions, and other remedies specified in Section 7108.5 of the California
Business Professions Code. This requirement shall not be construed to limit or impair any contractual,
administrative, or judicial remedies otherwise, available to the prime contractor or subcontractor in the
event of a dispute involving late payment, or nonpayment by the contractor, or deficient subcontractor’s
performance, or noncompliance by a subcontractor. This clause applies to both DBE/SBE and non-
DBE/SBE subcontractors.

43. Requiring Minimum Compensation for Covered Employees

The Contractor agrees to comply fully with and be bound by all of the provisions of the Minimum
Compensation Ordinance (MCO), as set forth in San Francisco Administrative Code Chapter 12P
(Chapter 12P), including the remedies provided, and implementing guidelines and rules. The provisions of
Chapter 12P are incorporated herein by reference and made a part of this Agreement as though fully set
forth. The text of the MCO is available on the Web at http://www.sfgov.org/olse. Capitalized terms used in
this Section and not defined in this Agreement shall have the meanings assigned to such terms in
Chapter 12P. Consistent with the requirements of the MCO, Contractor agrees to all of the following:

a. For each hour worked by a Covered Employee during a Pay Period on work funded under the
TJPA contract during the term of this Agreement, the Contractor shall provide to the Covered Employee
no less than the Minimum Compensation, which includes a minimum hourly wage and compensated and
uncompensated time off consistent with the requirements of the MCO. Note that the gross hourly
compensation for covered employees (including employees of non-profits) working in San Francisco is
$14.00 as of July 1, 2017.

b. The Contractor shall not discharge, reduce in compensation, or otherwise discriminate against
any employee for complaining to the TIPA with regard to the Contractor's compliance or anticipated
compliance with the requirements of the MCO, for opposing any practice proscribed by the MCO, for
participating in proceedings related to the MCO, or for seeking to assert or enforce any rights under the
MCO by any lawful means.

c. The Contractor understands and agrees that the failure to comply with the requirements of the
MCO shall constitute a material breach by the Contractor of the terms of this Agreement. The TIPA shall
determine whether such a breach has occurred.

d. If, within thirty (30) days after receiving written notice of a breach of this Agreement for violating
the MCO, the Contractor fails to cure such breach or, if such breach cannot reasonably be cured within
such period of thirty (30) days, the Contractor fails to commence efforts to cure within such period, or
thereafter fails diligently to pursue such cure to completion, the TIPA shall have the right to pursue the
following rights or remedies and any rights or remedies available under applicable law:

(1) The right to charge the Contractor an amount equal to the difference between the Minimum
Compensation and any compensation actually provided to a Covered Employee, together with interest on
such amount from the date payment was due at the maximum rate then permitted by law;
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(2) The right to set off all or any portion of the amount described in Subsection (d)(1) of this
Section against amounts due to the Contractor under this Agreement;

(3) The right to terminate this Agreement in whole or in part;

(4) Inthe event of a breach by the Contractor of the covenant referred to in Subsection (b) of
this Section, the right to seek reinstatement of the employee or to obtain other appropriate equitable
relief; and

(5) The right to bar the Contractor from entering into future contracts with the TJPA for three
(3) years.

Each of the rights provided in this Subsection (d) shall be exercisable individually or in
combination with any other rights or remedies available to the TIPA. Any amounts realized by the TIPA
pursuant to this subsection shall be paid to the Covered Employee who failed to receive the required
Minimum Compensation.

e. The Contractor represents and warrants that it is not an entity that was set up, or is being used,
for the purpose of evading the intent of the MCO.

f.  The Contractor shall keep itself informed of the current requirements of the MCO, including
increases to the hourly gross compensation due Covered Employees under the MCO, and shall provide
prompt written notice to all Covered Employees of any increases in compensation, as well as any written
communications received by the Contractor from the TIPA, which communications are marked to indicate
that they are to be distributed to Covered Employees.

g. The Contractor shall provide reports to the TIPA in accordance with any reporting standards
promulgated by the TIPA under the MCO, including reports on subcontractors.

h. The Contractor shall provide the TIPA with access to pertinent records after receiving a written
request from the TIPA to do so and being provided at least five (5) business days to respond.

i. The TJPA may conduct random audits of the Contractor. Random audits shall be (1) noticed in
advance in writing; (2) limited to ascertaining whether Covered Employees are paid at least the minimum
compensation required by the MCO; (3) accomplished through an examination of pertinent records at a
mutually agreed upon time and location within ten (10) days of the written notice; and (4) limited to one
audit of Contractor every two years for the duration of this Agreement. Nothing in this Agreement is
intended to preclude the TIJPA from investigating any report of an alleged violation of the MCO.

j-  Any subcontract entered into by the Contractor shall require the subcontractor to comply with
the requirements of the MCO and shall contain contractual obligations substantially the same as those set
forth in this Section. A subcontract means an agreement between the Contractor and a third party which
requires the third party to perform all or a portion of the services covered by this Agreement. The
Contractor shall notify the TIPA when it enters into such a subcontract and shall certify to the TIPA that it
has notified the subcontractor of the obligations under the MCO and has imposed the requirements of the
MCO on the subcontractor through the provisions of the subcontract. It is the Contractor’s obligation to
ensure that any subcontractors of any tier under this Agreement comply with the requirements of the
MCO. If any subcontractor under this Agreement fails to comply, the TIPA may pursue any of the
remedies set forth in this Section against the Contractor.

k. Each Covered Employee is a third-party beneficiary with respect to the requirements of
subsections (a) and (b) of this Section, and may pursue the following remedies in the event of a breach
by the Contractor of subsections (a) and (b), but only after the Covered Employee has provided the
notice, participated in the administrative review hearing, and waited the 21-day period required by the
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MCO. The Contractor understands and agrees that if the Covered Employee prevails in such action, the
Covered Employee may be awarded (1) an amount equal to the difference between the Minimum
Compensation and any compensation actually provided to the Covered Employee, together with interest
on such amount from the date payment was due at the maximum rate then permitted by law; (2) in the
event of a breach by the Contractor of subsections (a) or (b), the right to seek reinstatement or to obtain
other appropriate equitable relief; and (3) in the event that the Covered Employee is the prevailing party in
any legal action or proceeding against the Contractor arising from this Agreement, the right to obtain all
costs and expenses, including reasonable attorney's fees and disbursements, incurred by the Covered
Employee. The Contractor also understands that the MCO provides that if the Contractor prevails in any
such action, the Contractor may be awarded costs and expenses, including reasonable attorney’s fees
and disbursements, from the Covered Employee if the court determines that the Covered Employee’s
action was frivolous, vexatious or otherwise an act of bad faith.

[.  If the Contractor is exempt from the MCO when this Agreement is executed because the
cumulative amount of agreements with this department for the fiscal year is less than $25,000 ($50,000
for nonprofits), but the Contractor later enters into an agreement or agreements that cause the Contractor
to exceed that amount in a fiscal year, the Contractor shall thereafter be required to comply with the MCO
under this Agreement. This obligation arises on the effective date of the agreement that causes the
cumulative amount of agreements between the Contractor and the TIPA to exceed $25,000 ($50,000 for
nonprofits) in the fiscal year.

44, Requiring Health Benefits for Covered Employees

Unless exempt, the Contractor agrees to comply fully with and be bound by all of the provisions of
the Health Care Accountability Ordinance (HCAO), as set forth in San Francisco Administrative Code
Chapter 12Q, including the remedies provided, and implementing regulations, as the same may be
amended from time to time. The provisions of Chapter 12Q are incorporated herein by reference and
made a part of this agreement as though fully set forth. The text of the HCAO is available on the Web at
http://www.sfgov.org/olse. Capitalized terms used in this Section and not defined in this agreement shall
have the meanings assigned to such terms in Chapter 12Q.

a. For each Covered Employee, the Contractor shall provide the appropriate health benefit set
forth in Section 12Q.3 of the HCAO. If the Contractor chooses to offer the health plan option, such health
plan shall meet the minimum standards set forth by the San Francisco Health Commission.

b. Notwithstanding the above, if the Contractor is a small business as defined in Section
12Q.3(e) of the HCAO, it shall have no obligation to comply with part (a) above.

c. The Contractor's failure to comply with the HCAO shall constitute a material breach of this
agreement. The TJPA shall notify the Contractor if such a breach has occurred. If, within thirty (30) days
after receiving the TIPA's written notice of a breach of this Agreement for violating the HCAO, the
Contractor fails to cure such breach or, if such breach cannot reasonably be cured within such period of
thirty (30) days, the Contractor fails to commence efforts to cure within such period, or thereafter fails
diligently to pursue such cure to completion, the TIPA shall have the right to pursue the remedies set
forth in 12Q.5(f)(1-6). Each of these remedies shall be exercisable individually or in combination with any
other rights or remedies available to the TIPA.

d. Any Subcontract entered into by the Contractor shall require the subcontractors to
comply with the requirements of the HCAO and shall contain contractual obligations substantially the
same as those set forth in this Section. The Contractor shall notify the TIPA when it enters into such a
subcontract and shall certify to the TIPA that it has notified the subcontractor of the obligations under the
HCAO and has imposed the requirements of the HCAO on subcontractor through the Subcontract. Each
Contractor shall be responsible for its subcontractors' compliance with this Chapter. If a subcontractor
fails to comply, the TIPA may pursue the remedies set forth in this Section against Contractor based on
the subcontractor’s failure to comply, provided that TIPA has first provided Contractor with notice and an
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opportunity to obtain a cure of the violation.

e. The Contractor shall not discharge, reduce in compensation, or otherwise discriminate
against any employee for notifying the TIPA with regard to Contractor's compliance or anticipated
compliance with the requirements of the HCAO, for opposing any practice proscribed by the HCAO, for
participating in proceedings related to the HCAO, or for seeking to assert or enforce any rights under the
HCAO by any lawful means.

f.  The Contractor represents and warrants that it is not an entity that was set up, or is being
used, for the purpose of evading the intent of the HCAO.

g. The Contractor shall maintain employee and payroll records in compliance with the California
Labor Code and Industrial Welfare Commission orders, including the number of hours each employee
has worked on the TIPA agreement.

h. The Contractor shall keep itself informed of the current requirements of the HCAO.

i. The Contractor shall provide reports to the TIPA in accordance with any reporting standards
promulgated by the TIPA under the HCAO, including reports on subcontractors and subtenants, as
applicable.

j-  The Contractor shall provide the TIPA with access to records pertaining to compliance with
HCAO after receiving a written request from the TIPA to do so and being provided at least five (5)
business days to respond.

k. The Contractor shall allow the TIPA to inspect the Contractor’s job sites and have access to
the Contractor's employees in order to monitor and determine compliance with HCAO.

I.  The TIPA may conduct random audits of the Contractor to ascertain its compliance with
HCAO. The Contractor agrees to cooperate with the TIPA when it conducts such audits.

m. If the Contractor is exempt from the HCAO when this Agreement is executed because its
amount is less than $25,000 ($50,000 for nonprofits), but the Contractor later enters into an agreement or
agreements that cause the Contractor's aggregate amount of all agreements with TJPA to reach $75,000,
all the agreements shall be thereafter subject to the HCAO. This obligation arises on the effective date of
the agreement that causes the cumulative amount of agreements between the Contractor and the TIPA
to be equal to or greater than $75,000 in the fiscal year.

45. First Source Hiring Program
a. Incorporation of Administrative Code Provisions by Reference

The provisions of Chapter 83 of the San Francisco Administrative Code are incorporated in this
Section by reference and made a part of this Agreement as though fully set forth herein. The Contractor
shall comply fully with, and be bound by, all of the provisions that apply to this Agreement under such
Chapter, including but not limited to the remedies provided therein. Capitalized terms used in this Section
and not defined in this Agreement shall have the meanings assigned to such terms in Chapter 83.

b. First Source Hiring Agreement

(1) The Contractor will comply with First Source interviewing, recruitment and hiring
requirements, which will provide the San Francisco Workforce Development System with the exclusive
opportunity to initially provide Qualified Economically Disadvantaged Individuals for consideration for
employment for Entry Level Positions. The duration of the First Source interviewing requirement shall be
ten (10) days, unless business necessity requires a shorter period of time.
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(2) The Contractor will comply with requirements for providing timely, appropriate notification of
available Entry Level Positions to the San Francisco Workforce Development System so that the System
may train and refer an adequate pool of Qualified Economically Disadvantaged Individuals to participating
Employers.

(3) The Contractor agrees to use good faith efforts to comply with the First Source hiring
requirements. A Contractor may establish its good faith efforts by filling (i) its first available Entry Level
Position with a job applicant referred through the First Source Program; and (ii) fifty percent (50%) of its
subsequent available Entry Level Positions with job applicants referred through the San Francisco
Workforce Development System. Failure to meet this target, while not imputing bad faith, may result in a
review of the Contractor's employment records.

c. Hiring Decisions

The Contractor shall make the final determination of whether an Economically Disadvantaged
Individual referred by the System is "qualified" for the position.

d. Exceptions

Upon application by Employer, the First Source Hiring Administration (“FSHA”) may grant an
exception to any or all of the requirements of Chapter 83 in any situation where it concludes that
compliance with this Chapter would cause economic hardship.

e. Liquidated Damages

Violation of the requirements of Chapter 83 is subject to an assessment of liquidated damages in
the amount of $2,070 for every new hire for an Entry Level Position improperly withheld from the First
Source hiring process. The assessment of liquidated damages and the evaluation of any defenses or
mitigating factors shall be made by the FSHA.

f. Subcontracts

Any subcontract entered into by the Contractor shall require the subcontractor to comply with the
requirements of Chapter 83 and shall contain contractual obligations substantially the same as those set
forth in this Section.

46. Reserved
47. MacBride Principles — Northern Ireland

Pursuant to San Francisco Administrative Code Section 12F.5, the TIPA urges companies doing
business in Northern Ireland to move towards resolving employment inequities, and encourages such
companies to abide by the MacBride Principles. The TJPA urges San Francisco companies to do
business with corporations that abide by the MacBride Principles. By signing below, the person executing
this agreement on behalf of the Contractor acknowledges and agrees that he or she has read and
understood this Section.

48. Drug-Free Workplace Policy

The Contractor acknowledges that pursuant to the Federal Drug-Free Workplace Act of 1989, the
unlawful manufacture, distribution, dispensation, possession, or use of a controlled substance is
prohibited on TIPA premises. The Contractor agrees that any violation of this prohibition by the
Contractor, its employees, agents or assigns will be deemed a material breach of this Agreement.
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49. Resource Conservation

Chapter 5 of the San Francisco Environment Code (“Resource Conservation”) is incorporated
herein by reference. Failure by the Contractor to comply with any of the applicable requirements of
Chapter 5 will be deemed a material breach of contract.

50. Tropical Hardwood/Virgin Redwood Ban

Pursuant to Section 804(b) of the San Francisco Environment Code, the TIPA urges Contractors
not to import, purchase, obtain, or use for any purpose, any tropical hardwood, tropical hardwood wood
product, virgin redwood or virgin redwood wood product.

51. Preservative-treated Wood Containing Arsenic

The Contractor may not purchase preservative-treated wood products containing arsenic in the
performance of this Agreement unless an exemption from the requirements of Chapter 13 of the San
Francisco Environment Code is obtained from the Department of the Environment under Section 1304 of
the Code. The term "preservative-treated wood containing arsenic" shall mean wood treated with a
preservative that contains arsenic, elemental arsenic, or an arsenic copper combination, including, but not
limited to, chromated copper arsenate preservative, ammoniacal copper zinc arsenate preservative, or
ammoniacal copper arsenate preservative. Contractor may purchase preservative-treated wood products
on the list of environmentally preferable alternatives prepared and adopted by the Department of the
Environment. This provision does not preclude the Contractor from purchasing preservative-treated wood
containing arsenic for saltwater immersion. The term "saltwater immersion” shall mean a pressure-treated
wood that is used for construction purposes or facilities that are partially or totally immersed in saltwater.

52. Food Service Waste Reduction Requirements

Contractor agrees to comply fully with and be bound by all of the provisions of the Food Service
Waste Reduction Ordinance, as set forth in San Francisco Environment Code Chapter 16, including the
remedies provided, and implementing guidelines and rules. The provisions of Chapter 16 are
incorporated herein by reference and made a part of this agreement as though fully set forth. This
provision is a material term of this agreement. By entering into this agreement, contractor agrees that if it
breaches this provision, the TIPA will suffer actual damages that will be impractical or extremely difficult
to determine; further, Contractor agrees that the sum of one hundred dollars ($100.00) liquidated
damages for the first breach, two hundred dollars ($200.00) liquidated damages for the second breach in
the same year, and five hundred dollars ($500.00) liquidated damages for-subsequent breaches in the
same year is a reasonable estimate of the damage that the TIPA will incur based on the violation,
established in light of the circumstances existing at the time this agreement was made. Such amounts
shall not be considered a penalty, but rather agreed monetary damages sustained by the TJPA because
of Contractor's failure to comply with this provision.

53. Graffiti Removal

Graffiti is detrimental to the health, safety and welfare of the community in that it promotes a
perception in the community that the laws protecting public and private property can be disregarded with
impunity. This perception fosters a sense of disrespect of the law that results in an increase in crime;
degrades the community and leads to urban blight; is detrimental to property values, business
opportunities and the enjoyment of life; is inconsistent with the City and County of San Francisco's
property maintenance goals and aesthetic standards; and results in additional graffiti and in other
properties becoming the target of graffiti unless it is quickly removed from public and private property.
Graffiti results in visual pollution and is a public nuisance. Graffiti must be abated as quickly as possible to
avoid detrimental impacts on the City and County and its residents, and to prevent the further spread of
graffiti.
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The Contractor shall remove all graffiti from any real property owned or leased by the Contractor in
the City and County of San Francisco within forty-eight (48) hours of the earlier of the Contractor’s (a)
discovery or notification of the graffiti or (b) receipt of notification of the graffiti from the City’s Department
of Public Works or the TIPA. This Article is not intended to require the Contractor to breach any lease or
other agreement that it may have concerning its use of the real property. The term "graffiti" means any
inscription, word, figure, marking or design that is affixed, marked, etched, scratched, drawn or painted on
any building, structure, fixture or other improvement, whether permanent or temporary, including by way
of example only and without limitation, signs, banners, billboards and fencing surrounding construction
sites, whether public or private, without the consent of the owner of the property or the owner's authorized
agent, and which is visible from the public right-of-way. "Graffiti" shall not include (a) any sign or banner
that is authorized by, and in compliance with, the applicable requirements of the San Francisco Public
Works Code, the San Francisco Planning Code or the San Francisco Building Code; or (b) any mural or
other painting or marking on the property that is protected as a work of fine art under the California Art
Preservation Act (California Civil Code Sections 987 et seq.) or as a work of visual art under the Federal
Visual Artists Rights Act of 1990 (17 U.S.C. Sections 101 et seq.).

54. Modification of Agreement

This Agreement may not be modified, nor may compliance with any of its terms be waived, except
by written instrument executed and approved according to TIPA requirements.

55.  Administrative Remedy for Agreement Interpretation

Should any question arise as to the meaning and intent of this Agreement, the question shall, prior
to any other action or resort to any other legal remedy, be referred to the TIPA who shall decide the true
meaning and intent of the Agreement. Nothing in this Section shall be interpreted as the Contractor
waiving any legal rights or remedies to which it is entitled.

56. Agreement Made in California; Venue

The formation, interpretation and performance of this Agreement shall be governed by the laws of
the State of California. Venue for all litigation relative to the formation, interpretation and performance of
this Agreement shall be in San Francisco.

57. Construction

All Section captions are for reference only and shall not be considered in construing this
Agreement.

58. Entire Agreement

This Agreement sets forth the entire Agreement between the parties, and supersedes all other oral
or written provisions. This Agreement may be modified only as provided in the Section entitled
“Modification of Agreement”.

59. Severability

Should the application of any provision of this Agreement to any particular facts or circumstances
be found by a court of competent jurisdiction to be invalid or unenforceable, then (a) the validity of other
provisions of this Agreement shall not be affected or impaired thereby, and (b) such provision shall be
enforced to the maximum extent possible so as to effect the intent of the parties and shall be reformed
without further action by the parties to the extent necessary to make such provision valid and enforceable.

60. USDOT Requirements
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The provisions contained in “USDOT Requirements for Professional Services Contracts,” attached
as Appendix ___, are incorporated into this Agreement, and the Contractor agrees to abide by such
provisions. Such provisions supplement the provisions in this Agreement, and shall be interpreted in the
broadest possible manner to avoid any conflicts. If there is an unavoidable conflict between the USDOT
terms and conditions and any other terms and conditions of this Agreement, in the TIPA'’s sole
determination, the USDOT terms and conditions shall take precedence.

61. Compliance With Laws

The Contractor shall keep itself fully informed of the Charter of the City and County of San
Francisco, of codes, ordinances and regulations of the City, and of all state and federal laws and
regulations in any manner affecting the performance of this Agreement, and must at all times comply with
such codes, ordinances, regulations, and all applicable laws as they may be amended from time to time.

62. Compliance with Americans with Disabilities Act

The Contractor acknowledges that, pursuant to the Americans with Disabilities Act (ADA),
programs, services and other activities provided by a public entity to the public, whether directly or
through a contractor, must be accessible to the disabled public. The Contractor shall provide the services
specified in this Agreement in a manner that complies with the ADA and any and all other applicable
federal, state and local disability rights legislation. The Contractor agrees not to discriminate against
disabled persons in the provision of services, benefits or activities provided under this Agreement and
further agree that any violation of this prohibition on the part of the Contractor, its employees, agents or
assigns will constitute a material breach of this Agreement.

63. Authority to Execute Agreement

Each individual executing this Agreement, on behalf of one of the parties, represents that he or she
is duly authorized to sign and deliver the Agreement on behalf of such party and that this Agreement is
binding on such party in accordance with its terms. This Agreement may be executed in two or more
counterparts, each of which shall be deemed an original, but all of which taken together shall constitute
one and the same instrument.

64. Compliance with Naming Rights Agreement

The TJPA has executed an agreement with salesforce.com providing salesforce the right to name
the new transit center the “Salesforce Transit Center” and the right to receive certain other benefits. The
Naming Rights Agreement imposes requirements and obligations relative to the name of, references to,
and logos associated with the transit center. The Contractor will comply with the procedures, restrictions,
and requirements developed by the TIPA related to implementation of its obligations under the Naming
Rights Agreement, and the terms for the Contractor’s use of the name and logos associated with the
transit center.
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IN WITNESS WHEREOF, the parties hereto have executed this Agreement on the day first mentioned
above.

TRANSBAY JOINT POWERS AUTHORITY Approved as to Form by:

Mark Zabaneh, Executive Director TJPA Legal Counsel

Transbay Joint Powers Authority
Board of Directors

Resolution No.

Adopted:
Attest:

Secretary, TIPA Board

CONTRACTOR

By signing this Agreement, | certify that | comply with the requirements of the Minimum Compensation
Ordinance, which entitles Covered Employees to certain minimum hourly wages and compensated and
uncompensated time off.

| have read and understood the Section entitled “MacBride Principles—Northern Ireland”, San Francisco’s
statement urging companies doing business in Northern Ireland to move towards resolving employment
inequities, encouraging compliance with the MacBride Principles, and urging San Francisco companies to
do business with corporations that abide by the MacBride Principles.

Authorized Signature Address

Printed Name City, State, Zip Code

Title Phone Number

Company Name Federal Employer ID Number
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Attachment 3 - Contract Proposal Pricing Form

Transbay Program
Information Security/Cybersecurity Services RFP
Bid Pricing Form

Date Prepared: ,2017; Prepared by: = Do not complete these cells
LS = Lump Sum; UP = Unit Price; T&M = Time & Materials; Rate = Fully loaded (direct wage + benefits + overhead + fee); Use 1920 hours for a full-time position)
Ls/ Year 1 Year 2 Year 3 Year 4 Year 5
up/ Hours| Rate/Hr| Cost Hours| Rate/Hr| Cost Hours| Rate/Hr| Cost Hours| Rate/Hr| Cost Hours| Rate/Hr| Cost|Total Cost

1. One-Time Start-up & Implementation Costs
One-Time, All-Inclusive Installation, Set-up, and

Configuration Fee(s) LS
On-site Hardware, Software, Mobile Apps, and License LS
Warranty LS
Not-to-Exceed Travel Costs LS
Other Reimbursable Expenses T&M
Project Management Fee(s) LS

Other (Expand/Provide detail as required on a separate sheet
and include total cost here)

Total One-Time Start-up & Implementation Costs

2a. Base Reoccurring Annual Costs
Monitored Security Services: Cisco Firewalls and other
Information Security Services (Refer to Attachment 6.)
Monitoring and Management of Cisco Identity Service Engine
(Refer to Attachment 6.)
Monitored Security Services: Physical and Virtual Active
Directory Domain Controllers (Refer to Attachment 6.)
Monitoring and Management of Common Network Services:
DNS, DHCP, and NTP (Refer to Attachment 6.)
Appliance cost, per device (Expand as required on a separate
sheet and include total cost here)
Other charges (Please Itemize on a separate sheet and include
total cost here)

Total Base Reoccurring Annual Cost

2b. Other Staffing

Dedicated Account Manager (see Section 4.5) upP 1920 1920 1920 1920 1920

3. Additional Information
Number of consulting support hours included that can be used
to answer specific questions and/or advise TIPA on risk
management recommendations rising from event/attack
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Transbay Program

Information Security/Cybersecurity Services RFP
Bid Pricing Form
Date Prepared: ,2017; Prepared by:

= Do not complete these cells
LS = Lump Sum; UP = Unit Price; T&M = Time & Materials; Rate = Fully loaded (direct wage + benefits + overhead + fee); Use 1920 hours for a full-time position)

Attachment 3 - Contract Proposal Pricing Form

Ls/
up/

Year 1

Year 2

Year 3

Year 4

Year 5

Hours| Rate/Hr|

Cost

Hours| Rate/Hr|

Cost

Hours| Rate/Hr|

Cost

Hours| Rate/Hr|

Cost

Hours| Rate/Hr|

Cost

Total Cost

How many weeks does it take to implement your services
upon receipt of NTP

S:\Procurement\RFQ-RFP-Bids\17-11 Info Security-Cybersecurity\Attach_3_RFP_17-XX_Contract Pricing Proposal Form.xIsx
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USDOT REQUIREMENTS FOR AGREEMENTS WITH THE TJPA

The USDOT's requirements for agreements between the TIPA and a third party are summarized below.
Certain USDOT provisions described below may not be applicable to all agreements with the TIPA. The
italicized text is intended to assist the Contractor in understanding which Federal requirements may be
applicable to an agreement. The USDOT and the TJPA have sole discretion to apply any particular
provision described below.

These provisions supplement the provisions in the Agreement, and shall be interpreted in the broadest
possible manner to avoid any conflicts. If there is an unavoidable conflict between the USDOT
requirements and any other terms and conditions of the Agreement, in the TIPA’s sole determination, the
USDOT requirements shall take precedence.

The following provisions (1-11) apply to all Agreements (excluding micropurchases—purchases of
$3,000.00 or less).

1. DEFINITIONS
** The Definitions apply to all Agreements.
(a). Agreement means a contract, purchase order, memorandum of understanding or other

agreement awarded by the TIPA to a Contractor, financed in whole or in part with Federal
assistance awarded by FTA or FRA.

(b). Approved Project Budget means the most recent statement, approved by the FTA, of the costs
of the Project, the maximum amount of Federal assistance for which the TJPA is currently
eligible, the specific tasks (including specified contingencies) covered, and the estimated cost of
each task.

(). Contractor means the individual or entity awarded an Agreement financed in whole or in part
with Federal assistance originally derived from FTA.

(d.) Federal Cooperative Agreement means the instrument by which FRA or FTA awards Federal
assistance to the TIPA to support a particular Project, and in which FRA or FTA takes an active
role or retains substantial control.

(e) Federal Grant Agreement means the instrument by which FTA or FRA awards Federal
assistance to the TIJPA to support a particular Project, and in which FTA or FRA does not take an
active role or retain substantial control, in accordance with 31 U.S.C. Section 6304.FRA is the
acronym for the Federal Railroad Administration, one of the operating administrations of the U.S.
DOT.

(f.) FRA Directive includes any FRA regulation, policy, procedure, directive, circular, notice, order or
guidance providing information about FRA's programs, application processing procedures, and
Project management guidelines.

(9). FTA is the acronym for the Federal Transit Administration, one of the operating administrations of
the U.S. DOT.
(h). FTA Directive includes any FTA regulation, policy, procedure, directive, circular, notice, order or

guidance providing information about FTA's programs, application processing procedures, and
Project management guidelines, including the Master Agreement between FTA and the TJPA.

. Government means the United States of America and any executive department thereof.
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OF

().
().

(m).

().

(0).

Project means the Transbay Transit Center Program, which will extend Caltrain to Transbay
Terminal and replace Transbay Terminal with the new Transbay Transit Center Building. Total
project consists of three major components: a new, multi-modal Transbay Transit Center (TTC)
on the site of the present Transbay Terminal; the extension of Caltrain commuter rail from its
current SF terminus at 4th and Townsend St. to a new underground terminus under a proposed
new TTC; and the establishment of a Redevelopment Area with related development projects,
including transit-oriented development on publicly owned land in the vicinity of the new multi-
modal TTC.

Recipient means the TIPA.
Secretary means the U.S. DOT Secretary, including his or her duly authorized designee.

Subcontract means a subcontract at any tier entered into by Contractor or its subcontractor
relating to the Agreement, financed in whole or in part with Federal assistance originally derived
from FTA or FRA. Unless otherwise specified, the Contractor must include each of these Federal
provisions in any Subcontract related to this Agreement.

U.S. DOT is the acronym for the U.S. Department of Transportation, including its operating
administrations.

U.S.DOT Directives means any U.S. DOT regulation, policy, procedure, directive, circular,
notice, order or guidance providing information about U.S.DOT's programs, application
processing procedures, and Project management guidelines.

NO GOVERNMENT OBLIGATION TO THIRD PARTIES
This requirement applies to all Agreements.

The TJPA and Contractor acknowledge and agree that, notwithstanding any concurrence by the Federal
Government in or approval of the solicitation or award of the Agreement, absent the express written
consent by the Federal Government, the Federal Government is not a party to this Agreement and shall
not be subject to any obligations or liabilities to the TIPA, Contractor, or any other party (whether or not a
party to that Agreement) pertaining to any matter resulting from the Agreement.

3.

*%*

(@).

(b).

PROGRAM FRAUD AND FALSE OR FRAUDULENT STATEMENTS AND RELATED ACTS
This provision applies to all Agreements.

The Contractor acknowledges that the provisions of the Program Fraud Civil Remedies Act of
1986, as amended, 31 U.S.C. Section 3801 et seq., and U.S. DOT regulations, "Program Fraud
Civil Remedies," 49 CFR Part 31, apply to its actions under the Agreement. Upon execution of
the Agreement, the Contractor certifies or affirms the truthfulness and accuracy of any statement
it has made, it makes, it may make, or causes to be made, pertaining to the Agreement or the
FTA- or FRA-assisted Project for which this Agreement work is being performed. In addition to
other penalties that may be applicable, the Contractor further acknowledges that if it makes, or
causes to be made, a false, fictitious, or fraudulent claim, statement, submission, or certification,
the Federal Government reserves the right to impose the penalties of the Program Fraud Civil
Remedies Act of 1986 on the Contractor to the extent the Federal Government deems
appropriate.

The Contractor also acknowledges that if it makes, or causes to be made, a false, fictitious, or
fraudulent claim, statement, submission, or certification to the Federal Government under an
Agreement connected with a project that is financed in whole or in part with Federal assistance
originally awarded by FTA or FRA under the authority of 49 U.S.C. Section 5307, the Government
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reserves the right to impose the penalties of 18 U.S.C. Section 1001 and 49 U.S.C. Section
5307(n)(1) on the Contractor, to the extent the Federal Government deems appropriate.

4., ACCESS TO DOCUMENTS
** This requirement applies to all Agreements. FRA requires the inclusion of these requirements in
Subcontracts over $100,000.

** Please be aware that the requirements in the Agreement regarding audit and inspection of
records may require the Contractor to maintain files relating to this Agreement for a longer period of time
than described in the requirement below. Please also be aware that, as described in the Agreement, the
TJIPA follows the provisions of the City and County of San Francisco Sunshine Ordinance regarding
responses to public requests for certain bid documents. The Contractor must comply with the
requirements described below and in the Agreement.

(a). Where the TJPA is considered a “local government” and is a Recipient or a subgrantee of a
Recipient, in accordance with 49 CFR Section 18.36(i), the Contractor agrees to provide the
TJPA, the FTA or FRA Administrator, the Comptroller General of the United States and/or any of
their authorized representatives access to any books, documents, accounts papers and records
of the Contractor which are directly pertinent to this Agreement (“Documents”) for the purposes of
making audits, examinations, excerpts and transcriptions. Contractor also agrees, pursuant to 49
CFR Section 633.17, to provide the FTA or FRA Administrator or its authorized representatives,
including any project management oversight Contractor, access to Contractor's Documents and
construction sites pertaining to a major capital project, defined at 49 U.S.C. Section 5302(a)1,
which is receiving Federal financial assistance through the programs described at 49 U.S.C.
sections 5307, 5309 or 5311.

(b). Where the TJPA is a Recipient or a subgrantee of a Recipient, in accordance with 49 U.S.C.
Section 5325(a), and enters into a contract for a capital project or improvement (defined at 49
U.S.C. Section 5302[a]1) through other than competitive bidding, the Contractor agrees to
provide the TJPA, the Secretary and the Comptroller General, or any authorized officer or
employee of any of them, access to any Documents for the purposes of conducting an audit and
inspection.

(c). The Contractor agrees to permit any of the foregoing parties to reproduce, by any means
whatsoever, or to copy excerpts and transcriptions, as reasonably needed, of any Documents.

(d). The Contractor agrees to maintain all Documents required under this Agreement for a period of
not less than three years after the date of termination or expiration of this Agreement, except in
the event of litigation or settlement of claims arising from the performance of this Agreement, in
which case Contractor agrees to maintain same until the TIPA, the FTA or FRA Administrator,
the Comptroller General, or any of their duly authorized representatives, have disposed of all
such litigation, appeals, claims or exceptions related thereto. (See 49 CFR Section 18.39]i][11]).

5. FEDERAL CHANGES
** This requirement applies to all Agreements.

Contractor shall at all times comply with all applicable federal laws and regulations, and all FTA
Directives, FRA Directives and U.S. DOT Directives applicable to the Project, as they may be amended or
promulgated from time to time during the term of this Agreement. It is Contractor’s responsibility to be
aware of any amendments or changes to such federal requirements and directives. Contractor's failure to
so comply shall constitute a material breach of this Agreement.

6. CIVIL RIGHTS REQUIREMENT
** This requirement applies to all Agreements.
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k%

Please be aware that the requirements in the Agreement regarding nondiscrimination are broader

than the USDOT Requirements described below. The Contractor must comply with the requirements
described below and in the Agreement.

(@).

(b).

7.

Nondiscrimination - In accordance with Title VI of the Civil Rights Act, as amended, 42 U.S.C.
Section 2000d et seq.; the Age Discrimination Act of 1975, as amended, 42 U.S.C. Section 6101
et seq.; the Americans with Disabilities Act of 1990, 42 U.S.C. Section 12101 et seq.; Federal
transit law at 49 U.S.C. Section 5332; and the Rehabilitation Act of 1973, as amended, 29 U.S.C.
794 et seq.; the Drug Abuse Office and Treatment Act of 1972, as amended, 21 U.S.C. 1101 et
seq.; the Comprehensive Alcohol Abuse and Alcoholism Prevention Act of 1970, as amended, 42
U.S.C. 4541 et seq.; and the Public Health Service Act, as amended, 42 U.S.C. 290dd et seq.,
the Contractor agrees that it will not discriminate against any employee or applicant for
employment because of race, color, creed, national origin, sex, age, disability, or other protected
class. In addition, the Contractor agrees to comply with applicable Federal implementing
regulations and other implementing requirements federal agencies may issue, including U.S.
DOT regulations, “Nondiscrimination in Federally-Assisted Programs of the Department of
Transportation-Effectuation of Title VI of the Civil Rights Act,” 49 CFR part 21; and U.S. DOT
regulations, “Nondiscrimination on the Basis of Handicap in Programs and Activities Receiving or
Benefiting from Federal Financial Assistance,” 49 CFR parts 27 and 37.

Equal Employment Opportunity - The following equal employment opportunity requirements
apply to the Agreement:

(). Race, Color, Creed, National Origin, Sex - In accordance with Title VIl of the Civil
Rights Act, as amended, 42 U.S.C. Section 2000e, and Federal transit laws at 49 U.S.C.
Section 5332, the Contractor agrees to comply with all applicable equal employment
opportunity requirements of U.S. Department of Labor (U.S. DOL) regulations, "Office of
Federal Contract Compliance Programs, Equal Employment Opportunity, Department of
Labor," 41 CFR Parts 60, (which implement Executive Order No. 11246, "Equal
Employment Opportunity,” as amended by Executive Order No. 11375, "Amending
Executive Order 11246 Relating to Equal Employment Opportunity,” 42 U.S.C. Section
2000e note), and with any applicable Federal statutes, executive orders, regulations, and
Federal policies that may in the future affect construction activities undertaken in the
course of the Project. The Contractor agrees to take affirmative action to ensure that
applicants are employed, and that employees are treated during employment, without
regard to their race, color, creed, national origin, sex, or age. Such action shall include,
but not be limited to, the following: employment, upgrading, demotion or transfer,
recruitment or recruitment advertising, layoff or termination; rates of pay or other forms of
compensation; and selection for training, including apprenticeship. In addition, the
Contractor agrees to comply with any implementing requirements FTA or FRA may issue.

(2). Age - In accordance with Section 4 of the Age Discrimination in Employment Act of 1967,
as amended, 29 U.S.C. Section 623, and Federal transit law at 49 U.S.C. Section 5332,
the Contractor agrees to refrain from discrimination against present and prospective
employees for reason of age. In addition, the Contractor agrees to comply with any
implementing requirements FTA or FRA may issue.

3). Disabilities - In accordance with Section 102 of the Americans with Disabilities Act, as
amended, 42 U.S.C. Section 12112, the Contractor agrees that it will comply with the
requirements of U.S. Equal Employment Opportunity Commission, "Regulations to
Implement the Equal Employment Provisions of the Americans with Disabilities Act," 29
CFR Part 1630, pertaining to employment of persons with disabilities. In addition, the
Contractor agrees to comply with any implementing requirements FTA or FRA may issue.

DISADVANTAGED BUSINESS ENTERPRISE (DBE)
This requirement applies to all Agreements.
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(a). This Agreement is subject to the requirements of 49 CFR Part 26, Participation by Disadvantaged
Business Enterprises in Department of Transportation Financial Assistance Programs. The
national goal for participation of Disadvantaged Business Enterprises (DBESs) is 10 percent. The
TJPA's goal for DBE participation is set triennially and available from the TJPA. A separate
Agreement goal has not been established for this Agreement.

(b). The Contractor shall not discriminate on the basis of race, color, national origin, or sex in the
performance of this Agreement. The Contractor shall carry out applicable requirements of 49 CFR
Part 26 in the award and administration of this DOT-assisted Agreement. Failure by the
Contractor to carry out these requirements is a material breach of this Agreement, which may
result in the termination of this Agreement or such other remedy as the TIPA deems appropriate.
Each Subcontract the Contractor signs with a subcontractor must include the assurance in this
paragraph (see 49 CFR Section 26.13[b]).

(c). The Contractor is required to report its DBE participation obtained through race-neutral means
throughout the period of performance.

(d). The Contractor is required to pay its subcontractors performing work related to this Agreement for
satisfactory performance of that work no later than ten (10) days after the Contractor’s receipt of
payment for that work from the TJPA. In addition, the Contractor is required to return any
retainage payments to those subcontractors within thirty (30) days after incremental acceptance
of the subcontractor’s work by the TIPA and Contractor’s receipt of the partial retainage payment
related to the subcontractor’s work.

(e). The Contractor must promptly notify the TIPA whenever a DBE subcontractor performing work
related to this Agreement is terminated or fails to complete its work, and must make good faith
efforts to engage another DBE subcontractor to perform at least the same amount of work. The
Contractor may not terminate any DBE subcontractor and perform that work through its own
forces or those of an affiliate without prior written consent of the TIPA.

8. INCORPORATION OF U.S. DEPARTMENT OF TRANSPORTATION TERMS
*x This requirement applies to all Agreements.

The preceding provisions include, in part, certain standard terms and conditions required by U.S. DOT,
FTA and FRA of the TIPA’s agreements, whether or not expressly set forth in the preceding Agreement
provisions. All contractual provisions required by U.S. DOT, FTA, and FRA are hereby incorporated by
reference. Anything to the contrary herein notwithstanding, all USDOT, FTA, and FRA-mandated terms
shall be deemed to control in the event of a conflict with other provisions contained in this Agreement.
The Contractor shall not perform any act, fail to perform any act, or refuse to comply with any TIPA
requests which would cause the TJPA to be in violation of the USDOT, FTA, or FRA terms and
conditions.

9. FLY AMERICA REQUIREMENTS
*x This provision applies to all Agreements that involve the transportation of persons or property, by
air, between a place in the U.S. and a place outside the U.S., or between places outside the U.S.

(). The Contractor agrees to comply with 49 U.S.C. Section 40118 (the “Fly America Act”) in
accordance with the General Services Administration’s regulations at 41 CFR Part 301-10, which
provide that recipients and subrecipients of Federal funds and their contractors are required to
use U.S. flag air carriers for U.S Government-financed international air travel and transportation
of their personal effects or property, to the extent such service is available, unless travel by
foreign air carrier is a matter of necessity, as defined by the Fly America Act.

(b). The Contractor shall submit the “Fly America Certification” if the regulation is applicable to the
particular Agreement.
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(c). The Contractor shall submit, if a foreign air carrier was used, an appropriate certification or
memorandum adequately explaining why service by a U.S. flag air carrier was not available or
why it was necessary to use a foreign air carrier.

(d). Notwithstanding the foregoing, transportation on a foreign air carrier is permissible when provided
by a foreign air carrier under a code share agreement when the ticket identifies the U.S. air
carrier’s designator code and flight number. Transportation by a foreign air carrier is also
permissible if there is a bilateral or multilateral air transportation agreement to which the U.S.
Government and a foreign government are parties and which the U.S. DOT has determined
meets the requirements of the Fly America Act.

10. CARGO PREFERENCE REQUIREMENTS
** This provision applies to all Agreements involving equipment, materials, or commodities which
may be transported by ocean vessels.

The Contractor agrees to:

(a). use privately owned United States flag commercial vessels to ship at least 50 percent of the
gross tonnage (computed separately for dry bulk carriers, dry cargo liners, and tankers) involved,
whenever shipping any equipment, material, or commaodities pursuant to the Agreement to the
extent such vessels are available at fair and reasonable rates for United States flag commercial
vessels;

(b). furnish within twenty (20) working days following the date of loading for shipments originating
within the United States or within thirty (30) working days following the date of leading for
shipments originating outside the United States, a legible copy of a rated, "on-board" commercial
ocean bill-of-landing in English for each shipment of cargo described in the preceding paragraph
to the Division of National Cargo, Office of Market Development, Maritime Administration,
Washington, DC 20590 and to the TJPA (through the Contractor in the case of a subcontractor's
bill-of-landing).

11. ENERGY CONSERVATION REQUIREMENTS
** This provision applies to all Agreements.

The Contractor agrees to comply with mandatory standards and policies relating to energy efficiency
which are contained in the state energy conservation plan issued in compliance with the Energy Policy
and Conservation Act, 42 U.S.C. Section 6201 et seq.

The following provision (12) applies to Agreements exceeding $10,000.

12. RECYCLED PRODUCTS

** This provision applies to all Agreements to procure $10,000 or more of any one item designated
by the EPA under 40 CFR Part 247, Subpart B in a single fiscal year, and to all Agreements to procure
any items designated in 40 CFR Part 247, Subpart B where the TJPA or the Contractor has used Federal
funds to procure $10,000 or more of any one item in the previous fiscal year.

** Please be aware that the requirements in the Agreement regarding resource conservation may
be more restrictive than the USDOT Requirements described below. The Contractor must comply with the
requirements described below and in the Agreement.

The Contractor agrees to comply with the requirements of Section 6002 of the Resource Conservation
and Recovery Act (RCRA), as amended (42 U.S.C. Section 6962 et seq.), including but not limited to the
regulatory provisions of 40 CFR Part 247, and Executive Order 12873, as they apply to the procurement
of the items designated in 40 CFR Part 247, Subpart B.

USDOT Requirements for Non-Construction Agreements with TIPA Page 6



The following provision (13) applies to Agreements exceeding $25,000.

13. GOVERNMENT-WIDE DEBARMENT AND SUSPENSION (NON-PROCUREMENT)
** This requirement applies to all Agreements and Subcontracts greater than or equal to $25,000,
and to any Agreement for auditing services at any dollar value.

(a). This Agreement is a “covered transaction” for purposes of federal suspension and debarment
laws, including 2 CFR part 1200, and the provisions of U.S. Office of Management and Budget
Appendix A “Guidelines to Agencies on Governmentwide Debarment and Suspension
(Nonprocurement),” 2 CFR part 180 , and the Contractor is required to comply with same. In
particular, the Contractor is required to verify that the Contractor, its “principals,” and its “affiliates”
are not “excluded” or “disqualified,” as defined by federal suspension and debarment laws.

(b). The Contractor shall submit the “Certification Regarding Debarment, Suspension, and
Other Responsibility Matters.”

The following provisions (14-15) apply to Agreements exceeding $50,000.

14. CLEAN AIR
** This provision applies to all Agreements greater than $50,000 and to subcontracts greater than
$50,000.

(a) The Contractor agrees to comply with all applicable standards, orders or regulations issued
pursuant to the Clean Air Act, as amended, 42 U.S.C. Section 7401 et seq. The Contractor
agrees to report each violation to the TJPA and understands and agrees that the TIPA will, in
turn, report each violation as required to assure notification to FTA and FRA and the
appropriate EPA Regional Office.

(b) The Contractor also agrees to include these requirements in each subcontract exceeding
$50,000.
15. CLEAN WATER REQUIREMENTS
*x This provision applies to all Agreements greater than $50,000.
(a). The Contractor agrees to comply with all applicable standards, orders or regulations issued

pursuant to the Federal Water Pollution Control Act, as amended, 33 U.S.C. Section 1251 et seq.
The Contractor agrees to report each violation to the TJPA and understands and agrees that the
TJIPA will, in turn, report each violation as required to assure notification to FTA and FRA and the
appropriate EPA Regional Office.

(b). The Contractor also agrees to include these requirements in each Subcontract exceeding
$50,000 financed in whole or in part with Federal assistance provided by FTA and FRA.

The following provisions (16-19) apply to Agreements exceeding $100,000.

16. BUY AMERICA REQUIREMENTS

** This provision applies only to the following types of Agreements: construction agreements of any
value; agreements for the acquisition of goods or rolling stock of any value if funded by FRA, and valued
at more than $100,000 if funded by FTA.

(a). The Contractor agrees to comply with 49 U.S.C. Section 5323(j), 49 CFR Part 661, and 49 U.S.C.
24405, which provide that Federal funds may not be obligated unless steel, iron, and
manufactured products used in FTA- and FRA-funded projects, such as the Transbay Transit
Center Program that is the subject of this Agreement, are produced in the United States, unless a
waiver has been granted by FTA, FRA, or the product is subject to a general waiver. General
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waivers, when FTA funds are used, are listed in 49 CFR Section 661.7. Separate requirements
for rolling stock are set out at 49 U.S.C. Section 5323(j)(2)(C) and 49 CFR Section 661.11 when
FTA funds are used, and 49 CFR 24405(a) when FRA funds are used.

(b). The Contractor shall submit the “Buy America Certification” at the time of bid/offer if the regulation
is applicable to the particular agreement. The Prime Contractor is responsible for ensuring that lower tier
subcontractors are in compliance.

17. BREACHES AND DISPUTE RESOLUTION
** This requirement applies to all Agreements in excess of $100,000.

(a). Disputes - Disputes arising in the performance of this Agreement which are not resolved by
agreement of the parties shall be decided in writing by the authorized representative of TIPA's
Executive Director. This decision shall be final and conclusive unless within ten (10) days from
the date of receipt of its copy, the Contractor mails or otherwise furnishes a written appeal to the
Executive Director. In connection with any such appeal, the Contractor shall be afforded an
opportunity to be heard and to offer evidence in support of its position. The decision of the
Executive Director shall be binding upon the Contractor and the Contractor shall abide by the
decision.

(b). Performance During Dispute - Unless otherwise directed by the TIPA, Contractor shall
continue performance under this Agreement while matters in dispute are being resolved.

(c). Claims for Damages - Should either party to the Agreement suffer injury or damage to person or
property because of any act or omission of the party or of any of the party’s employees, agents or
others for whose acts the party is legally liable, a claim for damages therefore shall be made in
writing to such other party within a reasonable time after the first observance of such injury of
damage.

(d). Remedies - Unless this Agreement provides otherwise, all claims, counterclaims, disputes and
other matters in question between the TIPA and the Contractor arising out of or relating to this
Agreement or its breach will be decided by arbitration if the parties mutually agree, or in a court of
competent jurisdiction within the state in which the TJPA is located.

(e). Rights and Remedies - The duties and obligations imposed by the Agreement Documents and
the rights and remedies available thereunder shall be in addition to and not a limitation of any
duties, obligations, rights and remedies otherwise imposed or available by law. No action or
failure to act by the TIPA or Contractor shall constitute a waiver of any right or duty afforded any
of them under the Agreement, nor shall any such action or failure to act constitute an approval of
or acquiescence in any breach thereunder, except as may be specifically agreed in writing.

18. LOBBYING

** This provision applies to the following types of Agreements, if the Agreement is equal to or
greater than $100,000: construction, architectural and engineering; acquisition of rolling stock;
professional services; operational services; and Turnkey.

* Please be aware that the requirements in the Agreement regarding limitations on contributions
may be more restrictive than the USDOT Requirements described below. The Contractor must comply
with the requirements described below and in the Agreement.

(a). The contractor shall submit the "New Restrictions on Lobbying Certification" if the regulation is
applicable to the particular agreement.

(b). Q). No Federal appropriated funds have been or will be paid by or on behalf of the Contractor
to any person to influence or attempt to influence an officer or employee of any Federal
agency, a Member of Congress, an officer or employee of Congress, or an employee of a
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19.

k%

Member of Congress regarding the award of a Federal grant, loan (including a line of
credit), cooperative agreement, loan guarantee, or loan insurance, or the extension,
continuation, renewal, amendment, or modification of any Federal grant, loan (including a
line of credit), cooperative agreement, loan guarantee, or loan insurance;

(2). If any funds other than Federal appropriated funds have been or will be paid to any
person to influence or attempt to influence an officer or employee of any Federal agency,
a Member of Congress, an officer or employee of Congress, or an employee of a
Member of Congress in connection with any application for a Federal grant, loan
(including a line of credit), cooperative agreement, loan guarantee, or loan insurance, the
Applicant assures that it will complete and submit Standard Form- LLL, ‘Disclosure Form
to Report Lobbying,” in accordance with its instructions. Such forms are forwarded from
tier to tier up to the TIPA.

AGREEMENT WORK HOURS AND SAFETY STANDARDS ACT
This requirement applies to Agreements and Subcontracts for construction over $100,000, and to

non-construction Agreements valued at more than $100,000 that employ “laborers or mechanics on a
public work,” as defined by 42 U.S.C. Section 3701.

(a).

(b).

(©).

Overtime requirements - No Contractor or subcontractor contracting for any part of the
Agreement work which may require or involve the employment of laborers or mechanics shall
require or permit any such laborer or mechanic in any workweek in which he or she is employed
on such work to work in excess of forty hours in such workweek unless such laborer or mechanic
receives compensation at a rate not less than one and one-half times the basic rate of pay for all
hours worked in excess of forty hours in such workweek.

Violation; liability for unpaid wages; liquidated damages - In the event of any violation of the
clause set forth in paragraph (a) of this section the Contractor and any subcontractor responsible
therefor shall be liable for the unpaid wages. In addition, such Contractor and subcontractor shall
be liable to the United States for liquidated damages. Such liquidated damages shall be
computed with respect to each individual laborer or mechanic, including watchmen and guards,
employed in violation of the clause set forth in paragraph (a) of this section, in the sum of $10 for
each calendar day on which such individual was required or permitted to work in excess of the
standard workweek of forty hours without payment of the overtime wages required by the clause
set forth in paragraph (1) of this section.

Withholding for unpaid wages and liquidated damages - The TJPA shall upon its own action
or upon written request of an authorized representative of the Department of Labor withhold or
cause to be withheld, from any moneys payable on account of work performed by the Contractor
or subcontractor under any such Agreement or any other Federal contract with the same
Contractor, or any other federally assisted contract subject to the Contract Work Hours and
Safety Standards Act, which is held by the same Contractor, such sums as may be determined to
be necessary to satisfy any liabilities of such Contractor or subcontractor for unpaid wages and
liquidated damages as provided in the clause set forth in paragraph (b) of this section.
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FLY AMERICA CERTIFICATION
49 U.S.C. Section 40118
41 CFR Part 301-10
Certificate of Compliance
The bidder or offeror hereby certifies that it will meet the requirements of 49 U.S.C. 40118 (the "Fly

America" Act) in accordance with the General Services Administration's regulations at 41 C.F.R. Part 301-
10.

Date

Signature

Company Name

Title

Certificate of Non-Compliance

**|f a foreign air carrier was used, the certification shall adequately explain why services by a U.S. flag air
carrier was not available or why it was necessary to use a foreign air carrier.

The bidder or offeror hereby certifies that it cannot comply with the requirements of 49 U.S.C. 40118 (the

"Fly America" Act) in accordance with the General Services Administration's regulations at 41 C.F.R. Part
301-10.

Date

Signhature

Company Name

Title

Explanation:




BUY AMERICA CERTIFICATION

FTA Certification requirement relating to procurement of steel, iron, or manufactured products.
Certificate of Compliance

The Contractor hereby certifies that it will comply with the requirements of 49 U.S.C. § 5323(j)(1),
the applicable regulations in 49 C.F.R. Part 661.

Date

Contractor Name

Authorized Representative Name

Signature

Title

OR

Certificate of Non-Compliance
The Contractor hereby certifies that it cannot comply with the requirements of 49 U.S.C. §
5323(j)(1), but it may qualify for an exception to the requirement pursuant to 49 U.S.C. §
5323(j)(2), as amended, and the applicable regulations in 49 C.F.R. 661.7.

Date

Contractor Name

Authorized Representative Name

Signature

Title




FRA Certification requirement relating to procurement of steel, iron, or manufactured products.
Certificate of Compliance

The Contractor hereby certifies that it will comply with the FRA Buy America requirements of 49
U.S.C. Section 24405(a)(1).

Date

Contractor Name

Authorized Representative Name

Signature

Title

OR

Certificate of Non-Compliance
The Contractor hereby certifies that it cannot comply with the requirements of 49 U.S.C. Section
24405(a)(1), but it may qualify for an exception to the requirement pursuant to 49 U.S.C. Section
24405(a)(2).

Date

Contractor Name

Authorized Representative Name

Signature

Title




NEW RESTRICTIONS ON LOBBYING CERTIFICATION
The Contractor certifies, to the best of his or her knowledge and belief, that:

(1) No Federal appropriated funds have been paid or will be paid, by or on behalf of the
undersigned, to any person for influencing or attempting to influence an officer or employee of an
agency, a member of Congress, an officer or employee of Congress, or an employee of a
member of Congress in connection with the awarding of any Federal contract, the making of any
Federal grant, the making of any Federal loan, the entering into of any cooperative agreement,
and the extension, continuation, renewal, amendment, or modification of any Federal contract,
grant, loan, or cooperative agreement.

(2) It any funds other than Federal appropriated funds have been paid or will be paid to any
person for making lobbying contacts to an officer or employee of any agency, a Member of
Congress, an officer or employee of Congress, or an employee of a member of Congress in
connection with this Federal contract, grant, loan, or cooperative agreement, the undersigned
shall complete and submit Standard Form LLL, "Disclosure Form to Report Lobbying,” in
accordance with its instructions.

(3) The Contractor shall require that the language of this certification be included in all
Subcontracts, and that all subcontractors shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by 31 U.S.C. Section 1352 (as amended by the Lobbying Disclosure Act of 1995)
and U.S. DOT regulations, “New Restrictions on Lobbying,” specifically 49 CFR 20.110. Pursuant to 31
U.S.C. 1352(c)(1)-(2)(A), any person who makes a prohibited expenditure or fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

The Contractor certifies and affirms the truthfulness and accuracy of each statement of this certification
and disclosure, if any. In addition, the Contractor understands and agrees that the provisions of 31 U.S.C.
Section 3801 et seq., apply to this certification and disclosure, if any.

Date

Contractor Name

Authorized Representative Name

Signature

Title




CERTIFICATION REGARDING DEBARMENT, SUSPENSION, AND OTHER
RESPONSIBILITY MATTERS

By signing and submitting its bid or proposal, the bidder or proposer certifies as follows:

(1) The prospective participant certifies to the best of its knowledge and belief that it and its
principals:

a. Are not presently debarred, suspended, proposed for disbarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency;

b. Have not within a three-year period preceding this application been convicted of or had a
civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or
local) transaction or contract under a public transaction; violation of Federal or State
antitrust statues or commission of embezzlement, theft, forgery, bribery, falsification or
destruction of records, making false statements, or receiving stolen property;

c. Are not presently indicted for or otherwise criminally or civilly charged by a governmental
entity (Federal, State, or local) with commission of any of the offenses enumerated in
paragraph (1) b. of this certification; and

d. Have not within a three-year period preceding this application had one or more public
transactions (Federal, State, or local) terminated for cause or default.

(2) The prospective proposer also certifies that if, later it becomes aware of any information
contradicting the statements of paragraphs (a) through (d) above, it will promptly provide that
information to the TIPA.

(3) Where the prospective proposer is unable to certify to any of the statements in this
certification, such prospective primary participant shall attach and provide a written
explanation to the TIJPA.

The certification in this clause is a material representation of fact relied upon by the TIPA. If itis
later determined that the bidder or proposer knowingly rendered an erroneous certification, in
addition to remedies available to the TIPA, the Federal Government may pursue available
remedies, including but not limited to suspension and/or debarment. The bidder or proposer
agrees to comply with the requirements of federal suspension and debarment laws, including 2
CFR part 1200, and the provisions of U.S. Office of Management and Budget Appendix A
“Guidelines to Agencies on Governmentwide Debarment and Suspension (Nonprocurement),” 2
CFR part 180 while this offer is valid and throughout the period of any contract that may arise
from this offer. The bidder or proposer further agrees to include a provision requiring such
compliance in its lower tier covered transactions.

Bidder/Offeror Name:

Authorized Representative Name:

Authorized Representative Title:

Authorized Representative Signature:

Date:




d)
e)

f)

RFP ATTACHMENT

DBE/SBE PROGRAM FORMS

Bidders/Proposers Information Form (must be submitted with
proposal

Instructions for properly completing the Bidders/Proposers
Information Form — please read carefully!

Good Faith Efforts Form (must be submitted with proposal if
there is a contract SBE goal and the goal is not met in the
proposal)

Progress Payment Report

Subcontractor Payment Declaration Form

Final Expenditure Report



TRANSBAY JOINT POWERS AUTHORITY
BIDDERS/PROPOSERS INFORMATION REQUEST FORM

To be completed by Prime Contractor and submitted as part of bid/proposal.

NAME OF PROJECT/PROPOSAL PROJECT/PROPOSAL NUMBER

PROPOSER BUSINESS NAME AND ADDRESS

NAME OF PERSON SUBMITTING BID SIGNATURE OF PROPOSER DATE

CONTACT PERSON NAME CONTACT PHONE NUMBER CONTACT EMAIL

IMPORTANT: 1) Identify all DBE/SBE firms being claimed for credit. 2) List names of all DBE/SBE subcontractors and their respective items of work. 3) Attach a copy of the proof of DBE/SBE certification for each DBE/SBE subcontractor listed on this

form. 4) Attach "Intent to Perform™ letter signed by the subcontractor.
DBE-SBE Participation

LIST BUSINESS FIRM(s) Phone Number Email Address Age of Firm Item of Work, NAICS Code Annual Gross Certified DBE or | Certifying Agency | Type of DBE or Award Amount Percentage of
List Name, Address, and Contact Person Service or (if known) * Receipts of Firm SBE SBE ** Contract
(if not the same as above) Materials Supplied (YIN) Participation

A. PRIME Contractor

B. Subcontractor/Vendor/Joint Venture

* NAICS Code: North American Industry Classification System Code. Codes can be found at http://www.census.gov/naics.

** Type of DBE/SBE: (1) African-American  (2) Hispanic ~ (3) Native American  (4) Asian-Pacific ~ (5) Asian-Indian  (6) Female-Woman  (7) Other (designated as a Small Business)

- DBEs must be certified by Caltrans or an agency participating in the California Unified Certification Program. Visit the Caltrans website at http:/dot.ca.gov/hg/bep/ucp.htm for a list of participating agencies.
- SBEs must be certified by the San Francisco Human Rights Commission (http://www.sfgov.org/sfhumanrights) or the California Department of General Services (http://www.eprocure.dgs.ca.gov/default.htm)
- Important: Attach the proof of certification for each DBE/SBE firm used toward meeting the DBE/SBE goal.

- This information will be used to create and maintain a federally-required Bidders List, regardless of DBE/SBE participation.

- Use additional sheets as necessary.
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How to fill out the Bidders/Proposers Information Request Form

1
2.

N oo o &

Name of Project/Proposal — insert name of the TIPA Request for Proposals (RFP) or Invitation for Bids (IFB)
Project/Proposal Number — insert TIPA-assigned number of the relevant RFP or IFB

Proposer Business Name and Address — insert company name and address of prime contractor. If proposal or bid is
being made by a joint venture, contact the TIPA for an alternate form.

Name of Person Submitting Bid — insert contact name for the prime contractor
Signature of Proposer — signature of person listed in number 4
Date — date proposal or bid is being submitted

Note the requirements in small print — “IMPORTANT: 1) Identify all DBE/SBE firms being claimed for credit. 2) List
names of all DBE/SBE subcontractors and their respective items of work. 3) Attach copy of the proof of DBE/SBE
certification for each DBE/SBE subcontractor listed on this form. 4) Attach “Intent to Perform” letter signed by the
subcontractor.”

Certification must be attached. The TJPA accepts DBE participation only from firms currently certified in the California
Unified Certification Program (CUCP). For SBE patrticipation, certifications are accepted from the CUCP, the San

Francisco Human Rights Commission, and/or the State of California Department of General Services. If a proposal or
bid includes subcontractors, a letter stating the subcontractor’s intent to perform work on the project must be attached.

Sections A and B must be completed, even if there is no DBE/SBE participation planned for the contract. The
information in this section is required for TJPA DBE/SBE Program monitoring purposes and for maintaining a
federally-required bidders list. Do not write “not applicable” or “n/a”. If a proposal or bid is being submitted by one
firm or individual, with no partners or subcontractors, then that firm or individual is the PRIME Contractor and must
complete Section A. Even if the name, address and phone number are the same as provided above on the form, the
remaining columns must be completed; do not write “same as above”. All subcontractors, whether DBE/SBE or
non-DBE/SBE, must be listed in Section B. Use additional sheets if necessary. If there are no subcontractors
proposed, Section B will remain blank.

e Age of firm — how many years the firm has been in business

¢ NAICS Code — North American Industry Classification System Code. Codes can be found at
WWW.Census.gov/naics.

¢ Annual Gross Receipts of Firm — a range may be provided, e.g., less than $500,000; $500,000 - $1,000,000;
$1,000,000 - $5,000,000; $5,000,000 - $10,000,000; etc.

e Certified DBE/SBE — mark yes or no in this column. If “yes”, list the type of certification: CUCP, HRC, DGS.

o DBE/SBE Certifying Agency — if you marked yes as a Certified DBE/SBE, note which agency your certification
letter is from—BART, SFMTA, HRC, etc.

o Type of DBE/SBE - if you marked yes as a Certified DBE/SBE, put the number that corresponds to the type of
DBE/SBE as follows—

1. African-American
Hispanic

Native American

2

3

4. Asian-Pacific

5. Asian-Indian
6. Female-Woman
7. Other

e Award Amount — leave this column blank, unless you are submitting an updated form after contract award

e Percentage of Contract Participation — if only one firm or individual is proposing or bidding, with no partners or
subcontractors, this is 100% for the prime contractor. Fill in appropriate percentages for each firm if some of the
work is being subcontracted. Note that the total at the bottom of the form must be 100% when all percentages
are added.

Use additional sheets if necessary. If there are no subcontractors proposed, Section B will remain blank.
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TRANSBAY JOINT POWERS AUTHORITY
SBE PARTICIPATION GOOD FAITH EFFORTS FORM

This form must be completed and submitted along with compelling documentation detailing the good
faith efforts made to meet the SBE participation goal if the information submitted on the
Bidders/Proposers Information Form indicates that the SBE goal has not been met.

If the SBE participation goal is not met, and if this form, along with compelling documentation
detailing the good faith efforts made to meet the goal, is not completed and returned with the bid or
proposal, the bid or proposal shall be deemed non-responsive and rejected.

Even if the Bidders/Proposers Information Form indicates that the SBE goal has been met, bidders/
proposers are still encouraged to submit good faith efforts documentation to protect their eligibility

for the contract.

Contract No.: Contract Name:

Bidder/Proposer:

Please supply the following information:
1. Attended any pre-solicitation, pre-proposal, or pre-bid meetings held to inform all bidders about
the contract and SBE requirements

Meeting Date: Meeting Date:
Attendee(s): Attendee(s):
Meeting Date: Meeting Date:
Attendee(s): Attendee(s):

2. List below and/or on an attached sheet the names and dates of all certified SBEs solicited for
this project. List the dates and methods used for initial contact and any follow-up contact. Attach
copies of letters, faxes, emails and any other supporting documentation that you would like the
Contract Compliance Manager to consider in determining good faith efforts.

3. Summarize below and/or on an attached sheet the items of work for which the Bidder requested
subcontractor services of SBEs, the information furnished to interested SBEs regarding work
requirements, and any breakdown of tasks into economically feasible units to facilitate SBE
participation. Where there are SBEs available for doing portions of the work normally performed by
the bidder with its own staff, the bidder will be expected to make portions of such work available for
SBEs.



TRANSBAY JOINT POWERS AUTHORITY
SBE PARTICIPATION GOOD FAITH EFFORTS FORM

4. List below and/or on an attached sheet the names of any SBEs solicited for the work above,
and a summary of the discussions or negotiations with them.

a. List solicited SBEs not available to participate on the contract, stating the reason.

b. List solicited SBEs chosen to participate, and the reasons for the choice.

c. List solicited SBEs not chosen to participate, reasons for the choice, and any actions taken by
the bidder to assist the rejected SBEs in remedying deficiencies in their proposal.

If insurance or bonding is a reason for rejecting any potential SBE, a complete explanation including
contact and discussions with insurance and surety firms must be provided.

Print Name: Date:
Signature: Phone:
Company: Email:
Address:

City, State, ZIP:




TRANSBAY JOINT POWERS AUTHORITY
PROGRESS PAYMENT REPORT

To be completed by Prime Contractor and submitted to Project Manager with every monthly invoice.

PART 1: PROJECT SUMMARY

[Contract Award Date: | TJPA Contract No.: Contract Title:

Prime Contractor: Contact Person: Contact Phone No.: Contact Email:
Prime Contractor Address: Signature:

Invoice Date: Invoice No.: For the Period:

1. Award amount of Prime Contract $
2. Amount of Change Orders, Amendments and Modifications to Date $
3. Total Contract Amount to Date including Change Orders, Amendments and Modifications (Line 1 + Line 2) $
4. Total Amount for this Invoice $
5. Total Previously Invoiced Awaiting Payment $
6. Total Amount Paid to Date (not including Lines 4 and 5) $
7. Total Invoice Amount Requested to Date (Line 4 + Line 5 + Line 6) $

8. Percent Complete (Line 7/Line 3)

0%
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TRANSBAY JOINT POWERS AUTHORITY
PROGRESS PAYMENT REPORT

PART 2: CONSULTANT/SUBCONSULTANT PAYMENT DETAIL SUMMARY

A B C D E F G H | J
Total =
Contract Previously Percent
DBE Amount of Amount + Amount Invoiced Complete to
Name of Firm (Including or Portion of Contract Change Orders|Change Orders| Invoiced This Awaiting Amount Paid to Date
Prime, Subs, Vendors, and | SBE Work Amount to Date (D+E) Period Payment Date ([G+H+11/F)
Joint Ventures) (Y/IN) (%) $) 6] %) %) $) %) (%)
TOTAL 0 0 0 0 0 0 0 0
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TRANSBAY JOINT POWERS AUTHORITY
SUBCONTRACTOR PAYMENT DECLARATION

This form must be completed and submitted by the Prime Contractor for all subcontractors, vendors, and joint
venture partners for every invoice submitted to TIPA within five (5) working days following actual payment to
subconsultant. Payments to subconsultant shall be made no later than ten (10) working days following receipt of
progress payment from TJPA. Use additional sheets if necessary. Failure to submit all required information may
lead to partial withholding of progress payment.

Date: Contract No.:

Contract Title:

Prime Contractor:

Invoice Date: Invoice No.:

For the Period:

Total Amount of Invoice: TJPA Check No.:
DBE/
Subcontractor/ | SBE Business Address
Vendor/JV  |(YIN) Payment Sent To Amount Paid Payment Date | Check Number
Total Amount Paid to Subconsultants (this Pay Period) $0.00

1/We declare under penalty of perjury under the laws of the State of California that the above information is
complete, and that the tabulated amounts paid to date are accurate and correct.

Signature of Contact Person Date

Print Name Phone
Page 1 of 1



TRANSBAY JOINT POWERS AUTHORITY
FINAL EXPENDITURE REPORT

To be completed by Prime Contractor at the end of the contract.

CONTRACT TITLE/NO. TOTAL CONTRACT AWARD AMOUNT DATE OF AWARD

PRIME CONTRACTOR/CONSULTANT NAME AND ADDRESS TOTAL EXPENDITURES AT END OF CONTRACT DATE OF CONTRACT COMPLETION
PROJECT MANAGER NAME PROJECT MANAGER SIGNATURE DATE
CONTACT PERSON NAME RE: FINAL EXP. REPORT CONTACT PHONE NUMBER CONTACT EMAIL

IMPORTANT: 1) Identify all DBE/SBE firms being claimed for credit. 2) List names of all DBE/SBE subcontractors and their respective items of work.

DBE Participation

LIST BUSINESS FIRM(s) Phone Number Email Address Item of Work, NAICS Code Certified DBE/SBE | Certifying Agency | Type of DBE or Date of Work Date of Final Total Amount Paid % of Total
List Name, Address, and Contact Person Service or (if known) * (Y/IN) SBE** Completed Payment Expenditures
(if not the same as above) Materials Supplied

A. PRIME Contractor

Comments/Notes: (Explain cost overruns or discrepancies; DBE firm substitutions, etc...)

* NAICS Code: North American Industry Classification System Code. Codes can be found at http://www.census.gov/naics.

** Type of DBE/SBE: (1) African-American  (2) Hispanic ~ (3) Native American  (4) Asian-Pacific  (5) Asian-Indian  (6) Female-Woman  (7) Other (designated as a Small Business)

- DBEs must be certified by Caltrans or an agency participating in the California Unified Certification Program. Visit the Caltrans website at http://dot.ca.gov/ha/bep/ucp.htm for a list of participating agencies.
- SBEs must be certified by the San Francisco Human Rights Commission (http://www.sfgov.org/sfhumanrights) or the California Department of General Services (http://www.eprocure.dgs.ca.gov/default.htm)
- Important: Attach the proof of certification for each DBE/SBE firm used toward meeting the DBE/SBE goal.

- This information will be used to create and maintain a federally-required Bidders List, regardless of DBE/SBE participation.

- Use additional sheets as necessary. Page 1 of 1



ATTACHMENT 6 - REFERENCE DOCUMENTS

RFP 17-11 - INFORMATION SECURITY/CYBERSECURITY SERVICES

Network Equipment/Software List

Network Topology Diagrams*

TE, AV, and SE series drawings*

All Division 27 and 28 specification sections*

*These documents are Sensitive Security Information (SSI). In accordance with the terms of the
TJPA’s non-disclosure agreement (NDA) under which access to this SSI has been granted,
Respondents have agreed to (a) keep SSI confidential and treat it in a manner designed to prevent
the unauthorized disclosure to third parties; (b) not disclose SSI to third parties without the
express written permission of the Executive Director of the TIPA or designee; and (c) if such
permission is granted, then provide said information only upon the execution of an NDA by that
third party.

RFP 17-08 Unarmed Security Guard Services
Attachment 2 — Reference Documents Page 1 of 1



Attachment 6a - NetXperts Inc.
Equipment/Software List

Memo Item # Item Description Account Qty
RIGHT ANGLE WALL BRACKET FOR 'CISCO AP WITH NO COVER - WHITE 1006-CCOAP RIGHT ANGLE WALL BRACKET FOR 'CISCO AP WITH NO COVER - WHITE 5005 - Hardware 2.00
RIGHT ANGLE WALL BRACKET FOR 'CISCO AP WITH NO COVER - WHITE 1006-CCOAP RIGHT ANGLE WALL BRACKET FOR 'CISCO AP WITH NO COVER - WHITE 5005 - Hardware 2.00
FOASSY DUP LC-LC 10M FOAS2FLCLC-10M FOASSY DUP LC-LC 10M 5005 - Hardware 20.00
FOASSY DUP SM LC-LC 10M FOAS2FSMLCLC-10M  FOASSY DUP SM LC-LC 10M 5005 - Hardware 20.00
Console Server, 24-Port RJ45, SSHv2, Telnet, RS232, Mini-USB 100/240V AC DSM-24-E Console Server, 24-Port RJ45, SSHv2, Telnet, RS232, Mini-USB 100/240V AC 5005 - Hardware 10.00
Console Server, 8-Port RJ45, 10/100/1000 Ethernet, SSHv2, Telnet, RS232, Mini-USB
Console Server, 8-Port RJ45, 10/100/1000 Ethernet, SSHv2, Telnet, RS232, Mini-USB 100/240V AC DSM-8 100/240V AC 5005 - Hardware 4.00
Dual 10/100/1000 Ethernet Ports + Dual Power Supply (Installed on DSM-24x-E

Dual 10/100/1000 Ethernet Ports + Dual Power Supply (Installed on DSM-24x-E Models) NR-DEP-DSM24 Models) 5005 - Hardware 10.00
Internal V.92 Analog Modem (Installed) NR-MODEM Internal V.92 Analog Modem (Installed) 5005 - Hardware 14.00
2 Year Advance Replacement Coverage; Only valid for unit sold within USA & Canada NR-ADVRE2 2 Year Advance Replacement Coverage; Only valid for unit sold within USA & Canada 5030 - Maintenance and Support 14.00
MAP CREATION Misc 5010 - Software 1.00
ONSITE QA &PM Misc PS 1.00
50 CONSULTING HOURS Misc PS 1.00
ANNUAL SDK SOFTWARE Misc 5010 - Software 1.00
CATALYST 6500 COMPACT FL MEM 1GB MEM-C6K-CPTFL1GB  CATALYST 6500 COMPACT FL MEM 1GB 5005 - Hardware 2.00
CATALYST 6500 COMPACT FL MEM 1GB MEM-C6K-CPTFL1GB  CATALYST 6500 COMPACT FL MEM 1GB 5005 - Hardware 2.00
CATALTST 4X00 ACCY 10GBASE LR X2 MOD X2-10GB-LR CATALTST 4X00 ACCY 10GBASE LR X2 MOD 5005 - Hardware 4.00
CATALTST 4X00 ACCY 10GBASE LR X2 MOD X2-10GB-LR CATALTST 4X00 ACCY 10GBASE LR X2 MOD 5005 - Hardware 4.00
Cisco Standard Pole Wall Mount Kit for AP1530 Series AIR-ACC1530-PMK1 Cisco Standard Pole Wall Mount Kit for AP1530 Series 5005 - Hardware 40.00
Pole Mount Kit for AP1530 series with Tilt Adjustment AIR-ACC1530-PMK2= Pole Mount Kit for AP1530 series with Tilt Adjustment 5005 - Hardware 40.00
2.4 GHz 3dBi/5 GHz 5dBi Low Profile Antenna, White, RP-TNC AIR-ANT2535SDW-R= 2.4 GHz 3dBi/5 GHz 5dBi Low Profile Antenna, White, RP-TNC 5005 - Hardware 280.00
802.11ac W2 Low-Profile Outdoor AP, Direct. Ant, B Reg Dom. AIR-AP1562D-B-K9 802.11ac W2 Low-Profile Outdoor AP, Direct. Ant, B Reg Dom. 5005 - Hardware 40.00
802.11ac W2 10 AP w/CleanAir; 4x4:3; Ext Ant; B AIR-AP2802E-BK910 802.11ac W2 10 AP w/CleanAir; 4x4:3; Ext Ant; B 5005 - Hardware 7.00
802.11ac W2 10 AP w/CA; 4x4:3; Int Ant; 2xGbE, B Domain AIR-AP2802I-BK910 802.11ac W2 10 AP w/CA; 4x4:3; Int Ant; 2xGbE, B Domain 5005 - Hardware 24.00
1040 1140 1260 3500 LP MTG BRKT DEFAULT AIR-AP-BRACKET-1= 1040 1140 1260 3500 LP MTG BRKT DEFAULT 5005 - Hardware 90.00
Cisco 5520 Wireless Controller w/rack mounting kit AIR-CT5520-K9 Cisco 5520 Wireless Controller w/rack mounting kit 5005 - Hardware 3.00
MSE 3365 Appliance AIR-MSE-3365-K9 MSE 3365 Appliance 5005 - Hardware 2.00
770W AC Hot-Plug Power Supply for 5520 Controller AIR-PSU1-770W 770W AC Hot-Plug Power Supply for 5520 Controller 5005 - Hardware 1.00
770W AC Hot-Plug Power Supply for 5520 Controller AIR-PSU1-770W 770W AC Hot-Plug Power Supply for 5520 Controller 5005 - Hardware 3.00
Cisco CMX Beacon Point AIR-VBLE1-K9 Cisco CMX Beacon Point 5005 - Hardware 400.00
ASA 5516-X with FirePOWER services, 8GE, AC, 3DES/AES ASA5516-FPWR-K9 ASA 5516-X with FirePOWER services, 8GE, AC, 3DES/AES 5005 - Hardware 2.00
ASR1000 2-port 10GE, 20-port GE Line Card ASR1000-2T+20X1GE ASR1000 2-port 10GE, 20-port GE Line Card 5005 - Hardware 2.00
Cisco ASR1000 Embedded Services Processor, 40G ASR1000-ESP40 Cisco ASR1000 Embedded Services Processor, 40G 5005 - Hardware 2.00
Cisco ASR1000 Route Processor 2 8GB DRAM ASR1000-RP2 Cisco ASR1000 Route Processor 2 8GB DRAM 5005 - Hardware 2.00
Cisco ASR1004 Chassis, Dual P/S ASR1004 Cisco ASR1004 Chassis, Dual P/S 5005 - Hardware 2.00
Cisco ONE - 5520 Wireless Controller w/rack mounting kit C1-AIR-CT5520-K9 Cisco ONE - 5520 Wireless Controller w/rack mounting kit 5005 - Hardware 1.00
Cisco ONE Advanced Perpetual - Wireless C1APAIRK9 Cisco ONE Advanced Perpetual - Wireless 5005 - Hardware 350.00
Cisco ONE Foundation Perpetual - Wireless C1FPAIRK9 Cisco ONE Foundation Perpetual - Wireless 5005 - Hardware 350.00
Cisco Catalyst 3850 2 x 10GE Network Module C3850-NM-2-10G Cisco Catalyst 3850 2 x 10GE Network Module 5005 - Hardware 5.00
Cisco Catalyst 3850 2 x 10GE Network Module C3850-NM-2-10G Cisco Catalyst 3850 2 x 10GE Network Module 5005 - Hardware 120.00
Catalyst 4500X 750W AC front to back cooling power supply C4KX-PWR-750AC-R Catalyst 4500X 750W AC front to back cooling power supply 5005 - Hardware 2.00
Catalyst 4500X 750W AC front to back cooling 2nd PWR supply C4KX-PWR-750AC-R/2 Catalyst 4500X 750W AC front to back cooling 2nd PWR supply 5005 - Hardware 2.00
Catalyst 6800 16 port 10GE with integrated DFC4 C6800-16P10G Catalyst 6800 16 port 10GE with integrated DFC4 5005 - Hardware 2.00
Catalyst 6800 32 port 10GE with integrated dual DFC4 C6800-32P10G Catalyst 6800 32 port 10GE with integrated dual DFC4 5005 - Hardware 2.00
Catalyst 6800 32 port 10GE with integrated dual DFC4 C6800-32P10G Catalyst 6800 32 port 10GE with integrated dual DFC4 5005 - Hardware 2.00
Catalyst 6807-XL 3000W Power Supply C6800-XL-3KW-AC Catalyst 6807-XL 3000W Power Supply 5005 - Hardware 4.00
Chassis+Fan Tray+ Sup2T+2xPower Supply; IP Services ONLY C6807-XL-S2T-BUN Chassis+Fan Tray+ Sup2T+2xPower Supply; IP Services ONLY 5005 - Hardware 2.00
SNTC-8X5XNBD Cisco 5520 Wireless Controller w/rack mo CON-SNT-CT5520K9 SNTC-8X5XNBD Cisco 5520 Wireless Controller w/rack mo 5005 - Hardware 1.00
Cisco IP Phone 8811 for TAA CP-8811-K9= Cisco IP Phone 8811 for TAA 5005 - Hardware 250.00
Cisco 8831 Daisy Chain Kit for North America CP-8831-DC-K9= Cisco 8831 Daisy Chain Kit for North America 5005 - Hardware 10.00
Cisco Unified IP Conference Phone 8831 base and controller CP-8831-K9= Cisco Unified IP Conference Phone 8831 base and controller 5005 - Hardware 10.00
Cisco IP Phone 8851 CP-8851-K9= Cisco IP Phone 8851 5005 - Hardware 2.00
IP PHONE 8800 KEY EXP MOD CP-BEKEM= IP PHONE 8800 KEY EXP MOD 5005 - Hardware 2.00
ESA C190 Email Security Appliance with Software ESA-C190-K9 ESA C190 Email Security Appliance with Software 5005 - Hardware 1.00
Cisco Firepower 4110 NGFW Appliance, 1U, 2 x NetMod Bays FPR4110-NGFW-K9 Cisco Firepower 4110 NGFW Appliance, 1U, 2 x NetMod Bays 5005 - Hardware 4.00
Cisco FirePower 8 port SFP+ Network Module FPR4K-NM-8X10G Cisco FirePower 8 port SFP+ Network Module 5005 - Hardware 4.00
Firepower 4000 Series 1100W AC Power Supply FPR4K-PWR-AC-1100 Firepower 4000 Series 1100W AC Power Supply 5005 - Hardware 4.00
GE-SFP, LC CONNECTOR SX TRANSCEIVER WITH DOM GLC-SX-MMD GE-SFP, LC CONNECTOR SX TRANSCEIVER WITH DOM 5005 - Hardware 4.00
GE-SFP, LC CONNECTOR SX TRANSCEIVER WITH DOM GLC-SX-MMD GE-SFP, LC CONNECTOR SX TRANSCEIVER WITH DOM 5005 - Hardware 8.00
1000BASE-T SFP transceiver module for Category 5 copper wire GLC-TE 1000BASE-T SFP transceiver module for Category 5 copper wire 5005 - Hardware 4.00
1000BASE-T SFP transceiver module for Category 5 copper wire GLC-TE= 1000BASE-T SFP transceiver module for Category 5 copper wire 5005 - Hardware 4.00
1000BASE-T SFP transceiver module for Category 5 copper wire GLC-TE= 1000BASE-T SFP transceiver module for Category 5 copper wire 5005 - Hardware 12.00
Infoblox Premium Maintenance - Enterprise for 1B-4030-10GE-DCAGRID-T1-DC (for Line Item 1 :TE-

Vi... IB-MNT-PRM Infoblox Premium Maintenance - Enterprise for 1B-4030-10GE-DCAGRID-T1-DC 5005 - Hardware 2.00
Infoblox Premium Maintenance - Enterprise for IB-4030-10GE-DCAGRID-T1-DC (for Line Item 2: ND-

V8... IB-MNT-PRM Infoblox Premium Maintenance - Enterprise for 1B-4030-10GE-DCAGRID-T1-DC 5005 - Hardware 1.00
CISCO IDENTITY SERVICES ENGINE VM ISE-VM-K9= CISCO IDENTITY SERVICES ENGINE VM 5005 - Hardware 4.00
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Attachment

6a - NetXperts Inc.

Equipment/Software List

Memo Item # Item Description Account Qty
Cisco ISR 4451 UC Bundle, PVDM4-64, UC Lic,CUBE25 ISR4451-X-V/K9 Cisco ISR 4451 UC Bundle, PVDM4-64, UC Lic,CUBE25 5005 - Hardware 2.00
CISCO IDENTITY SERVICE ENGINE 10000 L-ISE-BSE-10K= CISCO IDENTITY SERVICE ENGINE 10000 5005 - Hardware 1.00
Cisco ASR1000 RP2 16GB DRAM M-ASR1K-RP2-16GB Cisco ASR1000 RP2 16GB DRAM 5005 - Hardware 2.00
MediaSense 10 Port Audio Session MCP-11X-AUD-10PACK MediaSense 10 Port Audio Session 5005 - Hardware 1.00
4G DRAM Memory Total for Sup2T and Sup2TXL (2G + 2G) - UPGR MEM-SUP2T-4GB 4G DRAM Memory Total for Sup2T and Sup2TXL (2G + 2G) - UPGR 5005 - Hardware 2.00
4G DRAM Memory Total for Sup2T and Sup2TXL (2G + 2G) - UPGR MEM-SUP2T-4GB 4G DRAM Memory Total for Sup2T and Sup2TXL (2G + 2G) - UPGR 5005 - Hardware 2.00
Nexus 9300 with 48p 10G SFP+ and 6p 40G QSFP+ N9K-C9372PX-E Nexus 9300 with 48p 10G SFP+ and 6p 40G QSFP+ 5005 - Hardware 2.00
Nexus 9300 with 48p 10G SFP+ and 6p 40G QSFP+ N9K-C9372PX-E Nexus 9300 with 48p 10G SFP+ and 6p 40G QSFP+ 5005 - Hardware 10.00
Nexus 9300 with 48p 1/10G SFP+ and 1 uplink module slot (max NI9K-C9396PX Nexus 9300 with 48p 1/10G SFP+ and 1 uplink module slot (max 5005 - Hardware 2.00
ACI capable Uplink Module for Nexus 9300, 6p 40G QSFP N9K-M6PQ-E ACI capable Uplink Module for Nexus 9300, 6p 40G QSFP 5005 - Hardware 2.00
ND Appliance V805 virtual Appliance with Network Insight and GRID ND-V805-NIGD ND Appliance V805 virtual Appliance with Network Insight and GRID 5005 - Hardware 1.00
2-Port FXS/FXS-E/DID and 4-Port FXO Network Interface Module NIM-2FXS/4FXO 2-Port FXS/FXS-E/DID and 4-Port FXO Network Interface Module 5005 - Hardware 2.00
1100W AC Config 1 Secondary Power Supply PWR-C1-1100WAC/2 1100W AC Config 1 Secondary Power Supply 5005 - Hardware 56.00
1100W AC Config 1 Secondary Power Supply PWR-C1-1100WAC/2 1100W AC Config 1 Secondary Power Supply 5005 - Hardware 5.00
1100W AC Config 1 Secondary Power Supply PWR-C1-1100WAC/2 1100W AC Config 1 Secondary Power Supply 5005 - Hardware 64.00
10GBASE-LR SFP Module, Enterprise-Class SFP-10G-LR-S 10GBASE-LR SFP Module, Enterprise-Class 5005 - Hardware 6.00
10GBASE-LR SFP Module, Enterprise-Class SFP-10G-LR-S= 10GBASE-LR SFP Module, Enterprise-Class 5005 - Hardware 260.00
10GBASE-LR SFP Module, Enterprise-Class SFP-10G-LR-S= 10GBASE-LR SFP Module, Enterprise-Class 5005 - Hardware 14.00
10GBASE-SR SFP Module SFP-10G-SR= 10GBASE-SR SFP MOD List Price $1,495 5005 - Hardware 30.00
10GBASE-SR SFP Module SFP-10G-SR= 10GBASE-SR SFP MOD List Price $1,495 5005 - Hardware 32.00
10GBASE-SR SFP Module, Enterprise-Class SFP-10G-SR-S 10GBASE-SR SFP Module, Enterprise-Class 5005 - Hardware 4.00
10GBASE-SR SFP Module, Enterprise-Class SFP-10G-SR-S= 10GBASE-SR SFP Module, Enterprise-Class 5005 - Hardware 60.00
10GBASE-SR SFP Module, Enterprise-Class SFP-10G-SR-S= 10GBASE-SR SFP Module, Enterprise-Class 5005 - Hardware 24.00
10GBASE-SR SFP Module, Enterprise-Class SFP-10G-SR-S= 10GBASE-SR SFP Module, Enterprise-Class 5005 - Hardware 14.00
1M Type 1 Stacking Cable STACK-T1-1M 1M Type 1 Stacking Cable 5005 - Hardware 5.00
1M Type 1 Stacking Cable STACK-T1-1M 1M Type 1 Stacking Cable 5005 - Hardware 120.00
Trinzic V1410 virtual appliance w/ Network Services One and Grid TE-V1410-NS1GRID Trinzic V1410 virtual appliance w/ Network Services One and Grid 5005 - Hardware 2.00
UCS C240 M4 SFF 8 HD w/o expdr,CPU,mem,HD,PCle,PS,railkt UCSC-C240-M4S UCS C240 M4 SFF 8 HD w/o expdr,CPU,mem,HD,PCle,PS,railkt 5005 - Hardware 12.00
UCS C460 M4 base chassis w/o CPU/DIMM/HDD UCSC-C460-m4 UCS C460 M4 base chassis w/o CPU/DIMM/HDD 5005 - Hardware 4.00
Cisco UCS VIC1227 VIC MLOM - Dual Port 10Gb SFP+ UCSC-MLOM-CSC-02  Cisco UCS VIC1227 VIC MLOM - Dual Port 10Gb SFP+ 5005 - Hardware 12.00
12G SAS MODULAR RAID CTR UCSC-MRAID12G 12G SAS MODULAR RAID CTR 5005 - Hardware 12.00
Cisco 12Gbps SAS 2GB FBWC Cache module (Raid 0/1/5/6) UCSC-MRAID12G-2GB Cisco 12Gbps SAS 2GB FBWC Cache module (Raid 0/1/5/6) 5005 - Hardware 12.00
Cisco 12Gbps SAS 2GB FBWC Cache module (Raid 0/1/5/6) UCSC-MRAID12G-2GB Cisco 12Gbps SAS 2GB FBWC Cache module (Raid 0/1/5/6) 5005 - Hardware 4.00
Cisco 12G SAS Modular Raid Controller (12 port) UCSC-MRAIDC460 Cisco 12G SAS Modular Raid Controller (12 port) 5005 - Hardware 4.00
UCS C460 M4 DDR4 Memory Riser with 12 DIMM slots UCSC-MRBD2-12 UCS C460 M4 DDR4 Memory Riser with 12 DIMM slots 5005 - Hardware 16.00
Right PCle Riser Board (Riser 1) (3 x8) for 6 PCI slots UCSC-PCI-1B-240M4 Right PCle Riser Board (Riser 1) (3 x8) for 6 PCI slots 5005 - Hardware 12.00
Cisco VIC 1225 Dual Port 10Gb SFP+ CNA UCSC-PCIE-CSC-02 Cisco VIC 1225 Dual Port 10Gb SFP+ CNA 5005 - Hardware 4.00
Riser card with 5 PCle slots UCSC-PCIE-RSR-05 Riser card with 5 PCle slots 5005 - Hardware 4.00
1400W V2 AC Power Supply (200 - 240V) 2U & 4U C Series UCSC-PSU2V2-1400W 1400W V2 AC Power Supply (200 - 240V) 2U & 4U C Series 5005 - Hardware 16.00
650W V2 AC Power Supply for 2U C-Series Servers UCSC-PSU2V2-650W  650W V2 AC Power Supply for 2U C-Series Servers 5005 - Hardware 24.00
2.30 GHz E5-2650 v3/105W 10C/25MB Cache/DDR4 2133MHz UCS-CPU-E52650D 2.30 GHz E5-2650 v3/105W 10C/25MB Cache/DDR4 2133MHz 5005 - Hardware 24.00
2.2 GHz E7-8860 v4/140W 18C/45M Cache/DDR4 1866MHz UCS-CPU-E78860E 2.2 GHz E7-8860 v4/140W 18C/45M Cache/DDR4 1866MHz 5005 - Hardware 8.00
1.2 TB 12G SAS 10K RPM SFF HDD UCS-HD12TB10K12G 1.2 TB 12G SAS 10K RPM SFF HDD 5005 - Hardware 60.00
1.2 TB 12G SAS 10K RPM SFF HDD UCS-HD12TB10K12G 1.2 TB 12G SAS 10K RPM SFF HDD 5005 - Hardware 40.00
32GB DDR4-2133-MHz LRDIMM/PC4-17000/quad rank/x4/1.2v UCS-ML-1X324RU-G 32GB DDR4-2133-MHz LRDIMM/PC4-17000/quad rank/x4/1.2v 5005 - Hardware 16.00
16GB DDR4-2133-MHz RDIMM/PC4-17000/dual rank/x4/1.2v UCS-MR-1X162RU-A 16GB DDR4-2133-MHz RDIMM/PC4-17000/dual rank/x4/1.2v 5005 - Hardware 96.00
Cat 6500 Sup 2T with 2 x 10GbE and 3 x 1GbE with MSFC5 PFC4 VS-S2T-10G Cat 6500 Sup 2T with 2 x 10GbE and 3 x 1GbE with MSFC5 PFC4 5005 - Hardware 2.00
Cisco Catalyst 3850 48 Port UPOE IP B WS-C3850-48U-S Cisco Catalyst 3850 48 Port UPOE IP B 5005 - Hardware 5.00
Cisco Catalyst 3850 48 Port UPOE IP B WS-C3850-48U-S Cisco Catalyst 3850 48 Port UPOE IP B 5005 - Hardware 120.00
Catalyst 4500-X 16 Port 10G IP Base, Front-to-Back, No P/S WS-C4500X-16SFP+ Catalyst 4500-X 16 Port 10G IP Base, Front-to-Back, No P/S 5005 - Hardware 2.00
SW APP SUPP + UPGR Cisco Identity Services Engine Virtual M CON-SAU-ISEVM SW APP SUPP + UPGR Cisco Identity Services Engine Virtual M 5010 - Software 4.00
COMMUNICATION MGR EXPRESS SRST 5 SEAT LIC FL-CME-SRST-5 COMMUNICATION MGR EXPRESS SRST 5 SEAT LIC 5010 - Software 2.00
Cisco Unified Border Element Enterprise Edition - License - 5 sessions FL-CUBEE-5 Cisco Unified Border Element Enterprise Edition - License - 5 sessions 5010 - Software 4.00
MSWS-12R2-ST2S-

Windows Server 2012 R2 Standard (2 CPU/2 VMs) Media MD= Windows Server 2012 R2 Standard (2 CPU/2 VMs) Media 5010 - Software 2.00
Prime Infrastructure 2.2 Software R-PI122-SW-K9 Prime Infrastructure 2.2 Software 5010 - Software 1.00
Cisco ASR 1000 Advanced Enterprise Services License SLASR1-AES Cisco ASR 1000 Advanced Enterprise Services License 5010 - Software 2.00
Cisco AnyConnect 250 User Plus Perpetual License AC-PLS-P-250-S Cisco AnyConnect 250 User Plus Perpetual License 5030 - Maintenance and Support 1.00
SWSS UPGRADES Cisco AnyConnect 250 User Plus Perpetual Licen CON-ECMU-ACPL250 SWSS UPGRADES Cisco AnyConnect 250 User Plus Perpetual Licen 5030 - Maintenance and Support 1.00
SWSS UPGRADES C1 Advd Perpetual - Wireless ** SEEE ATTACHED FOR SERIAL NUMBERS

(AP)*** CON-ECMU-C1APAIR  SWSS UPGRADES C1 Advd Perpetual - Wireless 5030 - Maintenance and Support 250.00
SWSS UPGRADES C1 Foundation Perpetual - Wireless **SEE ATTACHED FOR SERIAL

NUMBERS (AP)*** CON-ECMU-C1FPAIR  SWSS UPGRADES C1 Foundation Perpetual - Wireless 5030 - Maintenance and Support 250.00
EMRGNCY-RSPNDR CON-ECMU-EMRGNCY EMRGNCY-RSPNDR SMS SKU: CON-ECMU-1 5030 - Maintenance and Support 1.00
SWSS UPGRADES EMRGNCY RSPNDR USR LIC 1 PHN FOR NEW 11X CON-ECMU-ER11USR1 SWSS UPGRADES EMRGNCY RSPNDR USR LIC 1 PHN FOR NEW 11X 5030 - Maintenance and Support 500.00

CON-ECMU-

SWSS UPGRADES Cisco AnyConnect / RAVPN Plus Perpetual Licell LACPLSPG SWSS UPGRADES Cisco AnyConnect / RAVPN Plus Perpetual Licell 5030 - Maintenance and Support 1.00
SWSS UPGRADES UC Manager-11.x Enhanced Single User-Und CON-ECMU-LICXENHA SWSS UPGRADES UC Manager-11.x Enhanced Single User-Und 5030 - Maintenance and Support 300.00
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Attachment

6a - NetXperts Inc.

Equipment/Software List

Memo Item # Item Description Account Qty
SWSS UPGRADES Prime Infrastructure CON-ECMU-LPI2XNBS SWSS UPGRADES Prime Infrastructure 5030 - Maintenance and Support 1.00
SWSS UPGRADES MediaSense 11.x Soft[1 CON-ECMU-MCP11LIL SWSS UPGRADES MediaSense 11.x Soft[] 5030 - Maintenance and Support 1.00
CON-ECMU-
SWSS UPGRADES MediaSense 10 Port Audio Session MCP1XPAK SWSS UPGRADES MediaSense 10 Port Audio Session 5030 - Maintenance and Support 1.00
SWSS UPGRADES MediaSense 11.0 Audi CON-ECMU-MCPAUDIX SWSS UPGRADES MediaSense 11.0 Audi 5030 - Maintenance and Support 90.00
SWSS UPGRADES Prime Infrastructure 2.2 Software CON-ECMU-P122SW SWSS UPGRADES Prime Infrastructure 2.2 Software 5030 - Maintenance and Support 1.00
"SWSS UPGRADES Cisco Prime Infrastructure 2.x - No Node CON-ECMU-RPI2XNK9 SWSS UPGRADES Cisco Prime Infrastructure 2.x - No Node 5030 - Maintenance and Support 1.00
CON-ECMU-
SWSS UPGRADES Top Level SKU For 9. RUCLUCK9 SWSS UPGRADES Top Level SKU For 9. 5030 - Maintenance and Support 1.00
SWSS UPGRADES Unity Connection 11.x Software CON-ECMU-RUNITYCK SWSS UPGRADES Unity Connection 11.x Software[] 5030 - Maintenance and Support 1.00
ESS S/W SUP UPG ECMU CON-ECMU-SMS-1 ESS S/W SUP UPG ECMU 5030 - Maintenance and Support 8,528.00
ESS S/W SUP UPG SMS-1000 CON-ECMU-SMS-1000 ESS S/W SUP UPG SMS-1000 5030 - Maintenance and Support 1.00
SWSS UPGRADES One Unity Connection 10.x Voice Messagin CON-ECMU-UNITCNOS SWSS UPGRADES One Unity Connection 10.x Voice Messagin 5030 - Maintenance and Support 300.00
SWSS UPGRADES Cisco Firepower Management Center,(VMWare) for CON-ECMU-VMWSW10 SWSS UPGRADES Cisco Firepower Management Center,(VMWare) for 5030 - Maintenance and Support 2.00
SMARTNET 8X5XNBD Chassis+Fan Tray+ Su (24 MONTH DURATION) CON-SNT-6807S2TB SMARTNET 8X5XNBD Chassis+Fan Tray+ Su (24 MONTH DURATION) 5030 - Maintenance and Support 2.00
SNTC-8X5XNBD Nexus 9300 with 48p CON-SNT-9372PXE SNTC-8X5XNBD Nexus 9300 with 48p 5030 - Maintenance and Support 10.00
SNTC-8X5XNBD Nexus 9300 with 48p CON-SNT-9372PXE SNTC-8X5XNBD Nexus 9300 with 48p 5030 - Maintenance and Support 2.00
SNTC-8X5XNBD Nexus 9300 with 48p CON-SNT-9396PX SNTC-8X5XNBD Nexus 9300 with 48p 5030 - Maintenance and Support 2.00
SNTC-8X5XNBD 802.11ac W2 10 AP w/CA; 3x4:3SS; Int Ant[ CON-SNT-AIRAP28K SNTC-8X5XNBD 802.11ac W2 10 AP w/CA; 3x4:3SS; Int AntQ 5030 - Maintenance and Support 24.00
SNTC-8X5XNBD 802.11ac W2 10 AP w/0 CON-SNT-AIRAP2PE SNTC-8X5XNBD 802.11ac W2 10 AP w/0 5030 - Maintenance and Support 7.00
SNTC-8X5XNBD BOM Level AP2800i Bulk PID for B Domain CON-SNT-AIRAP2PI SNTC-8X5XNBD BOM Level AP2800i Bulk PID for B Domain 5030 - Maintenance and Support 240.00
SNTC-8X5XNBD 802.11ac W2 Low-Prof CON-SNT-AIRAPI62 SNTC-8X5XNBD 802.11ac W2 Low-Prof 5030 - Maintenance and Support 40.00
SNTC-8X5XNBD MSE 3365 Appliance (Please select L-MSE-[1 CON-SNT-AIRMSE3K  SNTC-8X5XNBD MSE 3365 Appliance (Please select L-MSE-[1 5030 - Maintenance and Support 2.00
SNTC-8X5XNBD BOMB Level AP2800e Bulk PID for B domain CON-SNT-AIRP28BU SNTC-8X5XNBD BOMB Level AP2800e Bulk PID for B domain 5030 - Maintenance and Support 70.00
SMARTNET 8X5XNBD Cisco 5520 Wireless Controller CON-SNT-AIRT5520 SMARTNET 8X5XNBD Cisco 5520 Wireless Controller 5030 - Maintenance and Support 3.00
SNTC-8X5XNBD Cisco CMX Beacon Point **SEE ATTACHED FOR SERIAL NUMBERS*** CON-SNT-AIRVBL1K SNTC-8X5XNBD Cisco CMX Beacon Point 5030 - Maintenance and Support 250.00
"SNTC-8X5XNBD ASA 5516-X with FirePOWER services, 8GE CON-SNT-ASA556F9 SNTC-8X5XNBD ASA 5516-X with FirePOWER services, 8GE 5030 - Maintenance and Support 2.00
SNTC-8X5XNBD Cisco ASR1000 Embedded Services Processo CON-SNT-ASR1000E SNTC-8X5XNBD Cisco ASR1000 Embedded Services Processo 5030 - Maintenance and Support 2.00
SNTC-8X5XNBD Cisco ASR1004 Chassis Dual P/S CON-SNT-ASR1004 SNTC-8X5XNBD Cisco ASR1004 Chassis Dual P/S 5030 - Maintenance and Support 2.00
SNTC-8X5XNBD SW Redundancy Right-To-Use Feat Lic CON-SNT-ASR1I0S SNTC-8X5XNBD SW Redundancy Right-To-Use Feat Lic 5030 - Maintenance and Support 2.00
SNTC-8X5XNBD ASR1000 2-port 10GE, CON-SNT-ASR1X1GE SNTC-8X5XNBD ASR1000 2-port 10GE, 5030 - Maintenance and Support 2.00
SNTC-8X5XNBD ASR1000 RP2 CON-SNT-ASRRP2 SNTC-8X5XNBD ASR1000 RP2 5030 - Maintenance and Support 2.00
SMARTNET 8X5XNBD ESA C190 Email Secur CON-SNT-C190 SMARTNET 8X5XNBD ESA C190 Email Secur 5030 - Maintenance and Support 1.00
SNTC-8X5XNBD UCS C240 M4 SFF 8 HD w/o expdr,CPU,mem CON-SNT-C240M4S SNTC-8X5XNBD UCS C240 M4 SFF 8 HD w/o expdr,CPU,mem 5030 - Maintenance and Support 12.00
SNTC-8X5XNBD,UCS C460 M4 Server CON-SNT-C460M4 SNTC-8X5XNBD,UCS C460 M4 Server 5030 - Maintenance and Support 4.00
CISCO SMARTNET - EXTENDED SERVICE AGREEMENT CON-SNT-CP8811K9 CISCO SMARTNET - EXTENDED SERVICE AGREEMENT 5030 - Maintenance and Support 250.00
SMARTNET 8X5XNBD Cisco 8831 IP Confer Phone w/ controller CON-SNT-CP8831K9 SMARTNET 8X5XNBD Cisco 8831 IP Confer Phone w/ controller 5030 - Maintenance and Support 10.00
SNTC-8X5XNBD Cisco UC Phone 8851 CON-SNT-CP8851K9 SNTC-8X5XNBD Cisco UC Phone 8851 5030 - Maintenance and Support 2.00
SMARTNET 8X5XNBD IP PHONE 8800 KEY EXP CON-SNT-CPBEKEM SMARTNET 8X5XNBD IP PHONE 8800 KEY EXP 5030 - Maintenance and Support 2.00
SNTC-8X5XNBD Cisco FirePower 8 port SFP+ Network Modu CON-SNT-FAKNMX1G SNTC-8X5XNBD Cisco FirePower 8 port SFP+ Network Modu 5030 - Maintenance and Support 4.00
SNTC-8X5XNBD Unified Border Element Ent Lic, 25 CON-SNT-FLCUBE25 SNTC-8X5XNBD Unified Border Element Ent Lic, 25 5030 - Maintenance and Support 2.00
SNTC-8X5XNBD Cisco Firepower 4110 CON-SNT-FPR4110N SNTC-8X5XNBD Cisco Firepower 4110 5030 - Maintenance and Support 4.00
SNTC-8X5XNBD Cisco ISR 4451 UC Bu CON-SNT-ISR4451-X SNTC-8X5XNBD Cisco ISR 4451 UC Bu 5030 - Maintenance and Support 2.00
SMARTNET 8X5XNBD Cisco Catalyst 3850. **SEEE ATTACHED FOR SERIAL NUMBERS**** CON-SNT-WS3548US SMARTNET 8X5XNBD Cisco Catalyst 3850. 5030 - Maintenance and Support 5.00
EMRGNCY RSPNDR USR LIC 1 PHN FOR NEW 11X SYSTEM ER11-USR-1 EMRGNCY RSPNDR USR LIC 1 PHN FOR NEW 11X SYSTEM 5030 - Maintenance and Support 500.00
Premium SW Bundle(AS+AV+OF+ENC+DLP) 3YR Lic, 500-999 Users ESA-ESP-3Y-S3 Premium SW Bundle(AS+AV+OF+ENC+DLP) 3YR Lic, 500-999 Users 5030 - Maintenance and Support 500.00
SW Redundancy Right-To-Use Feat Lic for ASR1000 Series FLASR1-IOSRED-RTU SW Redundancy Right-To-Use Feat Lic for ASR1000 Series 5030 - Maintenance and Support 2.00
Unified Border Element Ent Lic, 25 Sessions, Redundancy FL-CUBEE-25-RED Unified Border Element Ent Lic, 25 Sessions, Redundancy 5030 - Maintenance and Support 2.00
Cisco FireSIGHT Management Center,(VMWare) for 10 devices FS-VMW-10-SW-K9 Cisco FireSIGHT Management Center,(VMWare) for 10 devices 5030 - Maintenance and Support 2.00
Cisco FPR4110 Threat Defense Threat and Malware 3Y Subs L-FPR4110T-TM-3Y Cisco FPR4110 Threat Defense Threat and Malware 3Y Subs 5030 - Maintenance and Support 2.00
Cisco FPR4110 Threat Defense Threat, Malware and URL 3Y Subs L-FPR4110T-TMC-3Y Cisco FPR4110 Threat Defense Threat, Malware and URL 3Y Subs 5030 - Maintenance and Support 2.00
UC Manager-11.x Enhanced Single User License LIC-CUCM-11X-ENH-A UC Manager-11.x Enhanced Single User License 5030 - Maintenance and Support 300.00
Cisco ISE Device Admin License L-ISE-TACACS= Cisco ISE Device Admin License 5030 - Maintenance and Support 1.00
Prime Infrastructure 2.x - High Availability RTU L-PI2X-HA Prime Infrastructure 2.x - High Availability RTU 5030 - Maintenance and Support 1.00
Prime Infrastructure 2.x- Lifecycle -1K Device Lic -MNL L-PI2X-LF-N-1K Prime Infrastructure 2.x- Lifecycle -1K Device Lic -MNL 5030 - Maintenance and Support 1.00
Prime Infrastructure 2.x Base License, No Node Lock L-PI12X-N-BASE Prime Infrastructure 2.x Base License, No Node Lock 5030 - Maintenance and Support 1.00
MediaSense 11.0 Audio Port License MCP-AUDIO-11X-LIC MediaSense 11.0 Audio Port License 5030 - Maintenance and Support 90.00
N9300 LAN and ACI Software License Bundle PAK N93-LIC-BUN-P1 N9300 LAN and ACI Software License Bundle PAK 5030 - Maintenance and Support 2.00
One Unity Connection 11.x User - All user Features-eDelivery UNITYCN11-STD-USR One Unity Connection 11.x User - All user Features-eDelivery 5030 - Maintenance and Support 300.00
XMF Remote Installation / Version Update - Full Da OO0INST-REMOTE-FULL XMF Remote Installation / Version Update - Full Da 5030 - Maintenance and Support 1.00
00TRN-ADM-
Admin Orientation (Online 3 hours ORIENTATIO Admin Orientation (Online 3 hours 5030 - Maintenance and Support 1.00
XMF Bundle Pro-rated Regular Phone 17BUN-SUP-PRO-REG XMF Bundle Pro-rated Regular Phone 5030 - Maintenance and Support 1.00
XMF 8.0 Bundle Express Server 50 Users 50XM-BUN-EXP-50 XMF 8.0 Bundle Express Server 50 Users 5030 - Maintenance and Support 1.00
XMF Bundle Regular Phone Support/Major-Minor Upgrade 52BUN-SUP-REG XMF Bundle Regular Phone Support/Major-Minor Upgrade 5030 - Maintenance and Support 1.00
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